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I.  INTRODUCTION


A recurring question regarding operational law is whether surreptitious spying in another nation’s territory is “illegal.”  The cases raising this question involved no sabotage or other destructive acts, but simply the collection of information through various surreptitious, intrusive means inside a foreign nation’s territory without that nation’s knowledge or consent.  Several highly classified legal reviews of such intelligence collection operations, performed at the highest levels in the Department of Defense, stated essentially that the operations were illegal and were undertaken at the risk of the personnel or units involved.
  This nonsupportive, almost hand-washing kind of approach fails to state exactly what law such spying violates. While possible answers include United States domestic law, international law, or the law of the target nation, a close analysis does not support any of these.

United States domestic law does not prohibit nondestructive, surreptitious intelligence collection and, in fact, affirmatively supports it.
 The United States is not a party to any treaty or agreement that prohibits surreptitious, nondestructive intelligence collection.  Such intelligence collection also does not violate customary international law.  In fact, customary international law has evolved such that spying has become the long-standing practice of nations.  Indeed, while the surreptitious penetration of another nation's territory to collect intelligence in peacetime potentially conflicts with the customary principle of territorial integrity, international law does not specifically prohibit espionage.  

Conversely, surreptitious intelligence collection in another nation’s territory probably violates the target nation’s domestic law just as espionage against the United States violates United States domestic law.
  However, the fact spying on other countries violates their law is far different from the assertion that the activity itself is illegal, as if some skulking shame of criminality were attached to the enterprise.  Our spies are patriots.  They take the risk of target country detection and punishment for espionage as a basic tenet of their trade, but the United States is under no legal obligation, domestic or international, to refrain from engaging in espionage.  High levels of security classification for information relating to espionage operations are appropriate to help ensure the success of the operations, but not because we need to cloak illegal activity in code words while we wink and nod in furtive staffing conspiracies. 

No international convention has ever addressed the legality of peacetime espionage.  Indeed, espionage has been practiced by the nations of the world for centuries.  Individual states have, however, enacted laws that severely punish espionage against their own interests.  The law of espionage is, therefore, unique in that it consists of a norm (territorial integrity), the violation of which may be punished by offended states, but states have persistently violated the norm, accepting the risk of sanctions if discovered.  This article addresses the issues surrounding the question whether international law prohibits espionage.  It first explores whether principles of customary law prohibit such acts.  Next, this article addresses peacetime espionage and the principles of unlawful intervention in the affairs of sovereign nations.  Finally, it examines the interaction of peacetime espionage and the inherent right to self-defense. 

II.  No Principle of Jus Cogens Against Espionage

The international community recognizes some principles of international law as so fundamental that they constitute peremptory norms. Such principles, referred to as jus cogens, prevail over international agreements and other principles of international law in conflict with them.
  Espionage is not prohibited by international law as a fundamentally wrongful activity; it does not violate a principle of jus cogens.  The law of war recognizes the well-established practice of employing spies.
  Resort to that practice involves no violation of the laws of war, though spies may be harshly punished when captured by belligerents.  Spies caught behind enemy lines during armed conflict are not entitled to treatment as prisoners of war and may be put to death, but under international law they are entitled to a trial.
  A spy who successfully accomplishes his mission and returns to his own lines may not be tried as a spy upon subsequent capture.
  In addition to the specific acknowledgement of espionage in the law of war, intelligence gathering in peacetime from outer space and from the high seas is clearly permitted under international law.

III.  Peacetime Espionage and 

Unlawful Intervention

The conduct of espionage inside the territory of another nation during peacetime is treated differently.  The respect of each sovereign for the territorial integrity and political independence of others is a basic principle of international law.
  The traditional doctrinal view is that intelligence gathering within the territory of other states during peacetime constitutes an unlawful intervention.
  The essence of the international law norm against peacetime espionage is the lack of respect for the territorial boundaries of another sovereign, including national airspace, internal waters, and territorial seas.
  Notwithstanding the apparent clarity of the traditional view, espionage is not prohibited by any international convention because all states have an interest in conducting such activity.

Hays Parks, a national security law expert, described the fundamentally self-interested nature of domestic espionage law in the following manner:


Each nation endeavors to deny intelligence gathering within its territory through domestic laws . . . . Prosecution under domestic law (or the threat thereof) constitutes a form of denial of information rather than the assertion of a per se violation of international law; domestic laws are promulgated in such a way to deny foreign intelligence collection efforts within a nation's territory without inhibiting that nation's efforts to collect intelligence about other nations.  No serious proposal has ever been made within the international community to prohibit intelligence collection as a violation of international law because of the tacit acknowledgement by nations that it is important to all, and practiced by each.


A review of the espionage laws of the United States
 aptly illustrates the point that national laws designed to defend national interests against foreign espionage generally do not prohibit espionage against other nations. These laws forbid activity that would facilitate the use of United States national defense information to the prejudice of the United States or to the advantage of any foreign power, but they do not prohibit United States espionage against other nations.  In fact, many other United States laws are designed to facilitate foreign intelligence collection by exempting such activity from laws that would impose inconsistent burdens.  For example, the Fiscal Year 1991 Intelligence Authorization Act provided the Secretary of Defense new authority to establish and operate overseas "proprietaries," or commercial "covers," for military intelligence activities.
  Under the new law, activities associated with commercial covers, including for example, falsification of official records, enjoy the sovereign immunity of the United States.  Other nations have similar laws promoting national espionage but prohibiting foreign espionage.


International law develops from the practice of nations.  The long-standing state practice of deviation from the norm of nonintervention in sovereign territory by spying creates the dilemma for international law.  International law must sustain a fundamental norm against a tidal wave of contrary state practice.  An "espionologist" could devote a lifetime to documenting both the prevalence of peacetime spying throughout history and the punishment of captured foreign spies.
  This dilemma has led some prominent jurists to conclude that peacetime espionage does not violate international law.  According to Lauterpacht's edition of Oppenheim:


Spies are secret agents of a state sent abroad for the purpose of obtaining clandestinely information in regard to military or political secrets.  Although all states constantly or occasionally send spies abroad, and although it is not considered wrong morally, politically, or legally to do so, such agents have, of course, no recognized position whatever according to international law, since they are not agents of states for their international relations.  Every state punishes them severely when they are caught committing an act which is a crime by the law of the land, or expels them if they cannot be punished.  A spy cannot be legally excused by pleading that he only executed the orders of his government and the latter will never interfere, since it cannot officially confess to having commissioned a spy.


Professor Quincy Wright, however, vigorously resists the notion that spying has become legal through constant practice.  It is, he argues, a consistently practiced illegal activity.
  By contrast, the Yale scholars, McDougal, Lasswell, and Reisman, perceive, in the toleration of peacetime spying, "a deep but reluctant admission of the lawfulness of such intelligence gathering, when conducted within customary normative limits."
  The "New Haven School" views information gathering as necessary to reduce international friction and to guard against surprise.
  As long as the world remains divided and hostile, special measures to gather secret information from closed societies are necessary to maintain world public order.
  Such measures, however, would not be justified if they were so intrusive or offensive as to threaten the internal order of a state in which they were employed.
  Presumably, fidelity to such customary norms would preclude the use of torture, drugs, or murder.  Given this variety of views, the status of espionage under international law remains ambiguous, not specifically permitted or prohibited.


Notwithstanding the prevalence of espionage, however, it is doubtful that espionage in another nation's territory will ever be explicitly acknowledged as "legal" under the law of nations.  International law continues to support the existence of a territorial integrity norm with which espionage potentially conflicts, but even the nature of such a potential conflict remains ambiguous.  International law has left enforcement against espionage entirely to the discretion of offended states.  Individual states do not treat different forms of espionage by different countries in the same way.  France has expelled suspected United States agents, while North Korea has detained them. The treatment of espionage is a matter of the domestic regulatory discretion inherent in sovereignty and is a part of the risk inherent in espionage activity.

IV.  Peacetime Espionage and 

the Right of Self-Defense

Particular forms of espionage, for example by ships, submarines, or aircraft, may raise issues of national self-defense instead of issues of domestic criminal law.  Examples of nations treating particular forms of espionage as armed aggression include the following incidents: the shoot down of U-2s on United States or Taiwanese missions over China and the former Soviet Union in the late 1940s and the 1950s,
 the Soviet shoot down of the civilian airliner KAL 007,
 the shouldering of the Yorktown and the Caron in the Black Sea off the coast of the former Soviet Union,
 the North Korean attack upon the U.S.S. Pueblo,
 and the Swedish government’s use of depth-charges against Soviet submarines in Sweden's territorial sea.
  The Charter of the United Nations recognizes the right to use force in national or collective self-defense against armed aggression.
  Nations perceive the threat of armed aggression differently, and international law has not attempted to codify precisely the circumstances that justify the use of force in self-defense.  Accordingly, particular forms of espionage may give rise to the use of force as well as a response under domestic criminal law.  This is an added risk of espionage particularly applicable to ships and aircraft.


The right of self-defense may also justify the collection of intelligence.  Intelligence is necessary to give substance and effect to the right of self-defense, including the customary international law right of anticipatory or peremptory self-defense.  Appropriate defensive preparations cannot be made without information about potential threats.


The Charter of the United Nations prohibits the use of force in international relations,
 but preserves the "inherent right of individual or collective self-defense."
  In other words, force may not be used aggressively, but it may be used defensively.  Scholars have argued over the scope of the right of self-defense, but there is no question that the United States has exercised it vigorously, including the right of anticipatory or peremptory self-defense.
  Given the destructiveness of modern weapons, it may be too late to wait for the enemy to strike the first blow.  The need for intelligence to support effective exercise of the right of anticipatory self-defense is greater in today's friction-filled, multipolar world than it has ever been before.


Surreptitious intelligence collection will never be noticed if it is successful.  It is a minimal intrusion, and evidence of an international norm against intelligence collection on foreign territory is weak.  Indeed, if such a norm exists, it may be a norm more honored in the breach.  Accordingly, the surreptitious collection of intelligence in the territory of other nations that present clear, articulable threats based on their past behavior, capabilities, and expressions of intent, may be justified as a practice essential to the right of self-defense.  Examples of incipient threats that cannot be effectively countered without the assistance of intelligence are the proliferation of weapons of mass destruction and state supported terrorism.


In an era plagued by the threat of terrorism, the proliferation of weapons of mass destruction,
 rogue sovereigns, and new threats not previously contemplated by international law,
 where hostile, closed societies will not participate in international arms control efforts or confidence and security building measures, the need for intelligence is still as compelling as it was during the Cold War.  Explaining the U-2 program after Gary Powers was shot down over the Soviet Union, President Eisenhower said on national television that "[n]o one wants another Pearl Harbor.  This means we must have knowledge of military forces and preparations around the world, especially those capable of massive surprise attack."
  In a statement made two days before the President's message to the nation, Secretary of State Herter explained: 

In accordance with the National Security Act of 1947, the President has put into effect since the beginning of his administration directives to gather by every possible means the information required to protect the United States and the free world against surprise attack and to enable them to make effective preparations for their defense.

Similarly, no one wants another invasion of Kuwait, another Khobar Towers,
 another World Trade Center bombing,
 or a regional nuclear war between secret nuclear powers.
  To the extent intelligence collection makes it possible for the United States, or any other nation, to prevent such incidents, the use of international espionage as instrument of self-defense seems justified.

V.  Summary and Conclusion

As a general principle, territorially intrusive intelligence collection by United States agents is not illegal under United States or international law.  No treaties or other sources of international law specifically prohibit espionage.  International law does require respect for the territorial integrity of other states, but states have practiced territorially intrusive intelligence collection by air, sea, and on land, through a variety of means, from time immemorial.  The domestic law of almost every state promotes the territorially intrusive collection of foreign intelligence by its own agents.  As long as unexpressed but generally accepted norms and expectations associated with espionage are observed, international law tolerates the collection of intelligence in the territory of other nations.  However, international law also recognizes the authority of penetrated states to apply their domestic law to agents and instruments of a foreign power caught collecting intelligence within their boundaries.  Different states have different policies toward the interdiction and punishment of foreign agents caught within national boundaries.  The domestic law of most states proscribes such activity; some states have even executed suspected foreign agents without a trial.  The legal status of foreign intelligence collection is, therefore, a classic double standard–states prohibit espionage against themselves, but they do it to others.  In this contest for information between states, international law still stands ambiguously aloof,
 but the record of state practice is clear–espionage is traditional state activity.  The international community might never explicitly recognize territorially intrusive espionage as legal under international law, but there are at least strong arguments against our own lawyers treating their clients’ intelligence activity as illegal.
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