                                         SECURITY CLEARANCE OUTLINE

I.  
INTRODUCTION

 
 
A.
Security clearances are an unusual area in federal sector labor law.

 
  
B. 
Security clearance issues arise before the Merit Systems Protection Board




(MSPB) and the Equal Employment Opportunity Commission (EEOC).

II.  
DEPARTMENT OF NAVY v. EGAN


A.
The United States Supreme Court addressed the issue of the denial of 



security clearances in Department of Navy v. Egan, 484 U.S. 518 (1988).




1.
In Egan, the Supreme Court held:




a.
 No one has a right to a security clearance.






(1) 
The granting of a security clearance is an 







affirmative act of discretion on the part of the 






granting official.






(2)
A security clearance is granted only when clearly 





 
consistent with the interest of national security.







Person's job requires a security clearance.






(3)
A security clearance is merely an attempt to predict 






an individual's possible future behavior and to 






assess whether under compulsion of circumstances 






or for other reasons the individual may compromise 






sensitive information.

b. 
The denial of a security clearance may be based on either      present or past conduct.

 c. 
The denial of a security clearance may also be based on concerns completely unrelated to conduct.

d. 
The denial of a security clearance is not an adverse action, which 
the MSPB has jurisdiction to review.

B.        A federal government employee who was suspended for national security grounds under 5 U.S.C. Section 7532(a) is only entitled to specified preremoval procedure rights including a hearing before agency authority in his or her agency.

III. 
AGENCY ACTION AGAINST EMPLOYEES UNDER 5 U.S.C. § 7532



A. 
An employee whose security clearance is suspended or removed under 5 



U.S.C. 
section 7532(a) is not entitled to a hearing before the MSPB.

B. 
The employee is entitled to preremoval rights under 5 U.S.C. section 7532(c)(3). An agency head may suspend an employee without pay if the agency considers that action necessary for the interests of national security. 5 U.S.C. section 7532.  The employee has a right to a statement of the charges against him, a hearing upon request, and a right to respond to the charges against him.

IV.  
MERIT SYSTEMS PROTECTION BOARD LAW



A. 
The MSPB has held it has no authority to review an agency's reasons for

imposing a clearance requirement. Van Duzer v. Department of Navy, 39 M.S.P.R. 202 (1988);Drumheller v. Department of Army, 49 F.3d 1566 (Fed. Cir. 1995).

B. 
The MSPB will look to see whether there was minimum due process in 

connection with the revocation of a security clearance under Department




of Navy v. Egan, supra.  The MSPB will look at:




1.
Whether the employee has been afforded a full opportunity to 




challenge the revocation.




2.
Whether the employee was given notice of the revocation decision.




3.
Whether the employee was provided a statement of the reasons for 




the revocation.



C.
The MSPB has held that minimum due process is accomplished when the 



agency notified the employee of the specific reasons for the revocation, 



allowed the employee an opportunity to respond before the decision, and 



provided some right of appeal. Woroneski v. Department of Navy, 39 



M.S.P.R. 366 (1988);Johnson v. Department of Navy, 50 M.S.P.R. 319 



(1991). 

D.
The MSPB will not review the feasibility of a transfer to a position unless an agency's regulations provide the employee with such a right. Mitchell v. Department of Navy, 43 M.S.P.R. 691 (1990); Alexander v. Department of Navy, 58 M.S.P.R. 147 (1993). A right to transfer may also exist by statute. Skees v.Department of Navy, 864 F.2d 1576 (Fed. Cir. 1989).
E.        One big issue is what will MSPB do if the employee's security clearance                                    has been properly suspended. Under Hesse v. Department of State, 82 

                                   M.S.P.R. 489 (1999), affirmed in Hesse v. Department of State, Case No.                               99-3387 (Fed. Cir. July 6, 2000) an agency may indefinitely  suspend an employee pending a determination on whether his security clearance should be  terminated.  This is following precedent set by the United States Court of Appeals for the Federal Circuit in Jones v. Department of the Navy, 978     F.2d 1223 (Fed.Cir. 1992).  The MSPB has held that if the employee's retention in duty status would be detrimental to the government interest, the agency may indefinitely suspend the security clearance of the individual pending the agency's investigation of the employee's security clearance.  During the indefinite suspension, an agency may deny the employee access to controlled areas where security clearances are required. Jones v. Department of Navy, 48 M.S.P.R. 680 (1991);Torrance v. Department of Navy, 50 M.S.P.R. 254 (1991).



F.
A removal for cause due to the loss of a security clearance will be 




set aside by the MSPB if an employee is denied his procedural due 




process protections. Scott v. Department of Justice, 69 M.S.P.R. 




211 (1995).



G.
The MSPB will not consider allegations of a constitutional nature such as 



a denial of equal protection. Riddick v. Department of Navy, 41 M.S.P.R. 



369 (1989).

H.
The Board is precluded from reviewing an allegation of prohibited       discrimination in a security clearance related appeal. Hinton v. Dept.


of Navy, 61 M.S.P.R. 692 (1994).

I.
The loss of a security clearance and whether a security clearance is required for an employee’s position is not relevant to the penalty an employee receives when an employee is not removed for not maintaining a security clearance. Bishopp v. Dept. of Air Force, 75 M.S.P.R. 33, 41 (1997)

J.
Security Clearance determinations are not personnel actions for purposes of the Whistleblower Protection Act.   The Board is not authorized to review security clearance determinations in whistleblower appeals.

            Roach v. Dept. of Army, 82 M.S.P.R. 464 (1999).

V. 
 EQUAL EMPLOYMENT OPPORTUNITY COMMISSION



A.
Title VII of the Civil Rights Act is not violated when an agency denies a 



person 
employment on grounds that the person does not meet the 




requirements for a security clearance if a clearance is required for the 



position at issue. 29 C.F.R. section 1606.3.



B. 
The EEOC may not look at the substance of a security clearance decision 



and the validity for the security clearance itself. Thomas v. Department of



Air Force, AT07529110316, EEOC Petition No. 03910088 (1991).

C.       The EEOC will look to determine whether the granting, denial or 

  
revocation of a security clearance is conducted in a nondiscriminatory 

manner. Chatlin v. Secretary of Navy, EEOC Petition No. 05900188, 

2641/F4 (1990).  In one case, the EEOC ruled that when an agency for 

discriminatory reasons did not follow the same procedures in 




conducting a security clearance review for other employees, a claim may




be brought under Title VII of the Civil Rights Act of 1964, 




Thierjung v. Defense Mapping Agency, 01852370, 1379 (1985). 



D.
The EEOC may consider whether an employee with a disability could be 



reassigned to a non-sensitive position that does not require a security 



clearance. Zimmerman v National Archives, 05921010, 3227/G5 (1992). 



If no evidence exists on this matter, the EEOC will only look at the 



procedural handling in the revocation of the security
 clearance in the case.



E.
As a remedy, the EEOC can vacate an agency final decision where the



final decision had emphasized that the agency had included allegedly 



discriminatory statements in the appellant's official security file.  The 



EEOC ordered the agency to process the complaint as it related to his 



contention that the statements which discriminated against him based




on his disability were entered in his official personnel file.  However, the 



EEOC 
specifically ruled once the statements were in the security file they 



were squarely within 
the rubric of the security clearance determination 



and beyond the EEOC's jurisdiction. Schroeder v. Secretary of Defense,



DMA, 059320248, 4043/F8 (1994).



F.
One common scenario is for the EEOC to remand the case to an agency to 



develop the record where it is insufficient to make a determination on the 



record in security clearance issues. Chatlin v. Secretary of Navy, supra.

VI.
 BASIC SECURITY CLEARANCE RULES IN THE AIR FORCE



A.
A special security file (SSF) may be established where an individual's 


            conduct indicates that the granting or retention of a security clearance may 


not be consistent with the interest of national security. AFI 31-501, 



paragraph 8.1.2.

