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OUTLINE FOR JUDGE ADVOCATES
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I.
History on USAF Intelligence Oversight Program

A. Congressional inquiries in 1975 resulting from

1. Collection against US persons by US military

2. CIA involvement in drug experiments and mail opening

3. FBI undisclosed participation in US public organizations

B.  Executive Orders established guidelines – EO’s 11905, 12036 & 12333

II.  
Purpose of Intelligence Oversight encompasses two fundamental concerns

A. Obtaining the intelligence information required to protect national security.

B. Protecting individual rights guaranteed by the Constitution and the laws of the United States.

III. 
Primary objective of the Intelligence Oversight is to ensure that units and staff organizations legally conducting intelligence activities do not infringe on or violate the rights of US persons.  SAF/IG and SAF/GC share responsibility for the Air Force Intelligence Oversight program.


A.  SAF/IG is tasked with developing practices and procedures for discovering and reporting to the Intelligence Oversight Board activities that raise questions of legality and propriety.

1. SAF/IG is required to send quarterly reports to the Intelligence Oversight Board (IOB) concerning oversight inspection activity.  

2. SAF/IG reviews AFIA, MAJCOM, and FOA IG inspection reports of Intelligence Oversight Activities and chairs the Air Force Intelligence Oversight Panel.

a. USAF Intelligence Oversight Panel (USAF IOP) reviews the legality and propriety of programmed and ongoing Air Force intelligence and counterintelligence activities.  

b. Membership of USAF IOP consists of SAF/IG, SAF/GC, AF/XOI, with advisers

IV.
Executive Orders, directives, and regulations govern the conduct of USAF Intelligence activities that affect US persons.


A.  Executive Order 12333, US Intelligence Activities:  Defines the goals, direction, duties, and responsibilities of intelligence agencies and those US persons affected by the Intelligence Oversight program.

1. Part 2 provides circumstances under which Intelligence Community 

      agencies are authorized to collect, retain, or disseminate information

      concerning US persons. Must use least intrusive collection techniques

      feasible.


B.  Executive Order 12863, President’s Foreign Intelligence Advisory Board:  Functions include quarterly reporting on questionable intelligence activities to the President.


C.  DOD Directive 5240.1, DOD Intelligence Activities:  Implements EO 12333, assigning Assistant to the Secretary of Defense (Intelligence Oversight) [ATSD(IO)] as the focal point with the Intelligence Oversight Board, with services responsibilities in DOD oversight directives.



1.  Implements EO 12333, and is the authority used as guidance by 

                             DOD intelligence components to collect, retain, or disseminate 

                             information concerning US persons.



2.  Policy




a.  Special emphasis must be given to protection of constitutional

                                         rights and privacy of US persons.

c.   No DOD intelligence component shall request any person or 

     entity to undertake unauthorized activities.

d.   DOD intelligence component employees shall report all

     intelligence activities that may violate a law, executive order,

     or directive to the Inspector General or General Counsel, or the  

     Assistant to the Secretary of Defense (Intelligence Oversight)  

     (ATSD(IO)).



Note:  The reporting requirement is not limited to intelligence collection violations per se, but relates to any violation of law, executive order or directive which is related to intelligence activities.


D.  DOD Regulation 5240-1R, Activities of DOD Intelligence Components That Affect US Persons; Establishes procedures enabling DOD intelligence components to accomplish authorized functions while protecting constitutional rights of US persons.  Requires quarterly reporting by each Inspector General and General Counsel, and establishes requirements for familiarity training of all DOD intelligence component employees.  SAF/IG is tasked to conduct inspections of USAF intelligence/ counterintelligence activities for improprieties and is required to submit quarterly reports to the Intelligence Oversight Board.

1. Contains 15 general procedures

a. Procedure 1 provides applicability and scope, i.e., “DOD 

      intelligence components” only.

b. Procedures 2-4 provide the sole authority by which such 

      components may collect, retain, and disseminate information 

      concerning US persons.

c. Procedures 5-10 provide guidance with respect to the use of certain collection techniques to obtain information for foreign 

      intelligence and counterintelligence purposes.

d. Procedures 11-15 govern the responsibilities associated with: contracting for services, assistance to law enforcement authorities, experimentation on human subjects, DOD employee conduct, and investigation and reporting procedures. Procedure 15 sets forth that:

1) “Questionable activity” refers to any conduct that constitutes, or is related to, an intelligence activity that may violate the law, any Executive Order or Presidential directive, including EO 12333 or applicable DOD policy, and

2) Each employee shall report any questionable activity to the General Counsel or Inspector General for the DOD intelligence component concerned, or to the General Counsel, DOD, or ATSD(IO).


E.  AFPD 90-2, Inspector General – The Inspection System:  Establishes the USAF Intelligence Oversight Panel to report matters concerning intelligence activities that may be unlawful or contrary to EO 12333.


F.  AFI 14-104, Oversight of Intelligence Activities:  Provides guidance on the scope and applicability of the Air Force Intelligence Oversight Program.  Clarifies familiarity/indoctrination training requirements; provides inspection criteria; establishes requirement to report questionable activity through the IG, GC, or ATSD (Intelligence Oversight); and details inputs to quarterly IOB report. 


G.  Department of Defense Office of General Counsel letter, “Principles Governing the Collection of Internet Addresses by DOD Intelligence and Counterintelligence Components,” 6 Feb 2001:  Provides guidance to assist in applying intelligence oversight principles to use of the Internet, specifically regarding when Internet Protocol (IP) addresses, E-mail addresses and Uniform Resource Locators (URLs) should be treated as identifying US persons. [Copy appended hereto]


Terms


Air Force Intelligence Component – All personnel and activities of the organization of the HQ USAF Director, Intelligence, Surveillance, and Reconnaissance, counterintelligence units of the Air Force Office of Special Investigations, Air Intelligence Agency, and other organizations, staffs, and offices when used for foreign intelligence or counterintelligence activities to which EO 12333 (part 2) applies.


Intelligence Activities – Refers to all activities that DoD intelligence components are authorized to undertake pursuant to Executive Order 12333.  Note that EO 123333 assigns the Services’ intelligence components responsibility for: 1. “Collection, production, dissemination of military and military related foreign intelligence and counterintelligence, and information on the foreign aspects of narcotics production and trafficking.”  2. Monitoring of the development, procurement and management of tactical intelligence systems and equipment and conducting related research, development, and test and evaluation activities.” 


A United States Person – A US citizen, an alien known by the DoD intelligence component concerned to be a permanent resident alien, an unincorporated association substantially composed of US citizens or permanent resident aliens, or a corporation incorporated in the United States unless it is directed and controlled by a foreign government or governments.


Non-United States Person – A corporation or corporate subsidiary incorporated abroad, even if partially or wholly owned by a corporation incorporated in the United States, is not a United States person.  A person or organization outside the United States is presumed not to be a US person unless specific information to the contrary is obtained.  An alien in the United States is presumed not to be a US person unless specific information to the contrary is obtained.

V.        Objective – The primary objective of the Intelligence Oversight 

Program is to ensure that units and staff organizations conduct intelligence activities do not infringe on or violate the rights of US persons.  (However, the program applies to all intelligence activities whether they deal with US person information or not.)  But particularly note that all Air Force personnel assisting intelligence activities in the collection of data on US persons, or acting on behalf of intelligence personnel must be knowledgeable of, and adhere to, the restrictions and procedures in DOD 5240.1R

A.  Conduct of Intelligence Activities.  Information concerning the capabilities, intentions, and activities of foreign governments is essential in decision-making for national defense and foreign relations. The measures used to acquire such information must be responsive to the legitimate needs of the US Government and must be conducted in a manner that abides by the legal and constitutional rights of US persons.

1. Scope of Intelligence Oversight

a. Applies to all AF active duty, Air Force Reserve, and Air National Guard (when performing a federal function) intelligence units and staff organizations that could collect, analyze, process, retain, or disseminate intelligence information on US persons.  It applies to all military and civilian personnel assigned or attached to those units on a permanent or temporary basis, regardless of specialty or job function.  Also, it applies to contractors or consultants if they are involved in activities subject to the procedures in DOD 5230.1-R.  For the Air Force Reserve, this AFI applies to Air Reserve Technicians, IMAs, and other Air Force Reserve members assigned to intelligence units and staffs.  For the ANG, it applies to all ANG members in a Title 10 or Title 32 status assigned or attached to intelligence units or staffs.

b. Applies to non-intelligence units and staffs when they are used for intelligence purposes and to personnel doing intelligence work as an additional duty, even if those people are not assigned or attached to an intelligence unit or staff. (The major command (MAJCOM), field operating agency (FOA), or ANG Senior Intelligence Officer determines applicability.

c.  Applies to all support personnel assisting intelligence collection 

     activities (e.g., computer support personnel.)

d.  Applies to Air Force units and staffs that conduct information warfare activities and are components of intelligence organizations.  For example, the Air Force Information Warfare Center (ADIWC), which conducts information warfare activities, is a component of AIA.  It also applies to all intelligence units and staffs described that support information warfare activities with products or services.

2. Training

a. Initial Training – Technical training centers will provide initial intelligence oversight training to all Air Force intelligence personnel as part of their technical training.  Intelligence oversight monitors will provide intelligence oversight training to all personnel performing duties defined above in “Scope”, as part of their unit indoctrination. See Atch 2 to AFI14-104.

b. Annual Refresher Training – Intelligence oversight monitors  

                                          will provide annual refresher training to all Air Force personnel

                                          who are assigned or attached to Air Force intelligence

      components.  (The ATSD-IO web site    

      (http://www/dtic.mil/astsdio/) is highly recommended as a 

      source of training materials as well as the basic references  

      governing intelligence oversight.

3. Reporting Questionable Activities – Air Force agencies, units, and personnel must report intelligence-related activities that may violate law, policy, intelligence oversight directives, or regulations, to SAF/GC (GCM), SAF/IG, DOD GC and ATSD-IO. See Para 7.1 of AFI14-104.  As a practical matter, it is better to report on the side of caution than not to report.  If, on HQ Air Force review, a report was unnecessary it will not be further reported.

4. Force Protection

a.    Commanders may not legally direct intelligence components   

       to target or intentionally collect information for force  

       protection purposes on US persons unless such persons have 

       been identified by the DoD Director of Counterintelligence in  

       a memo issued annually.  (Memo may be obtained from 

       SAF/GCM with appropriate “need to know.”)

b.    Information may be collected about a United States person who is reasonably believed to threaten the physical security of DOD employees, installations, operations or official visitors.  DoD 5340.1-R. Procedure 2, section C.4.  (But, although collection may begin upon a reasonable belief, permission to continue/retain information must be obtained from OASD C3I within 90 days.)

c.    However, during the conduct of routine liaison activities, intelligence components may receive information identifying US persons alleged to threaten DOD resources, installations, materiel, personnel, information, or activities.  In this case, DOD intelligence components may act as a conduit for this information and must pass any threat information incidentally received in this manner to the threatened commander and the entity, which has responsibility for countering the threat.  However, if the acquiring unit has reason to permanently retain the information under the provision of DOD 5240-1.R, Procedure 3, it must expeditiously, using chain of command if possible, request authority to do so from HQ USAF/XOI (info SAF/IG, SAF/GC).

VI.
Role of Legal Advisor in Intelligence Oversight

            A.  The legal adviser is not the intelligence oversight monitor; that’s a duty 

specifically assigned to a member of the intelligence organization. 

            B.  As part of the duties of the legal adviser to commanders and staffs, he/she  

is an important resource and “extra pair of eyes and ears” to identify issues, avoid problems and help address potential violations when they arise.

                         1.  The legal adviser has particular value as a “cross discipline” expert      

                              who may see issues arising outside structured intelligence channels  

                              (e.g., in information operations where part of information attack is 

                              obtaining targeting information), where units other than intelligence  

                              units are tasked with obtaining intelligence (e.g., using Web  

                              searches.); and where computer support personnel are tasked to assist  

                              intelligence activities.

                         2.  Legal skills are particularly useful in applying intelligence oversight   

                              rules to emerging technologies.  The Intelligence Oversight rules were  

                              written before the Internet was generally available.   While the rules 

                              are fully applicable to Internet usage, their application poses unique 

                              challenges of interpretation.

 3.  Be particularly sensitive to “off duty” intelligence activities.  Activities 

      that may be acceptable from government computers may violate 

      intelligence oversight rules if conducted from personal computers.  For 

      instance, acquisition of publicly available information on the Internet 

      by intelligence personnel having a mission requirement to do so, and 

      using an identifiable military Internet address (e.g., “.mil” address) is 

      generally permissible; however, the same activity by the same person 

      using their personal Internet address or other non-military address 

      raises an issue of deception under Intelligence Oversight rules. (See 

      Procedure 2 B. and C.)

4.  Be sensitive to distinctions in the Internet environment between  

     publicly available information (e.g., public Web sites) and information  

     intended for limited organizational or personal use (e.g., organization 

     membership chat rooms and password protected sites.)

            D.  Encourage your clients to obtain early legal coordination for proposed activities to avoid “questionable activities.”  Mission requirements can usually be met without Intelligence Oversight problems by appropriately structuring the activity or by obtaining the correct authorization in advance.

           C.   Informal co-ordination in legal channels concerning possible  “questionable activities” is encouraged  (through secure channels, as appropriate.)  As all Air Force reports of questionable activities are made through SAF/GC, the process can be streamlined by early coordination in legal channels, resolveing issues before reports are submitted.  Sometimes such coordination can rule out the need for a formal report.  However, when in doubt, report questionable activities; unnecessary reports will be screened out before forwarding outside the Air Force, when appropriate.

SAF/GCM is the principal office for intelligence oversight legal issues for the Air Force and is ready to assist by telephone or other media. (Telecon:  DSN 225-5663 or 223-9292 (STU capable numbers).  

VII.
Related Issue Areas

            A.  Acquisition and retention of information by investigative agencies:  See DODD 5200.27, Acquisition of Information Concerning Persons and Organizations not Affiliated with the Department of Defense, January 7, 1980


B.  Computer and personal privacy limitations:  See, inter alia, Electronic Communications Privacy Act (ECPA), 18 U.S.C. § 2511; Privacy Act, 5 U.S.C. § 522a


Attachment: 
Department of Defense Office of General Counsel letter, “Principles 

Governing the Collection of Internet Addresses by DOD Intelligence and  

Counterintelligence Components,” 6 Feb 2001

SAF/GCM  9 April 2001

