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Foreword

Two persistent forces have propelled the Air Force toward Electronic Commerce: one technological and the other economic.  First, the rapid developments in technology during the past decade, especially the explosive growth of the Internet, have created technological opportunities that compel the Federal Government and the Air Force, like its commercial counterparts, to convert to an electronic environment.  Second, the dramatic post-cold war cuts in the defense budget have forced the Air Force to look for opportunities to operate more efficiently using fewer resources.  That is why Electronic Commerce (EC) is viewed as a high priority acquisition reform initiative.  An important point worth emphasizing is that implementation of Electronic Commerce should not be viewed as just the conversion of current processes and documents into an electronic format.  That would not reduce the use of resources or increase efficiency.  Rather, Electronic Commerce must increase efficiency by reducing costs associated with the creation and storage of paper.  

The purpose of this guide is twofold.  First, to provide Air Force Materiel Command attorneys with a concise introduction to EC in the Federal Government as it relates to acquisitions within the Air Force.  This includes background information on specific aspects of the current electronic environment, as well as current practices within this command.  It does not address the numerous initiatives within the private sector.  Second, this guide addresses specific legal issues related to EC so command attorneys can assist their clients in implementation of paperless contracting.  However, the reader should be forewarned that Electronic Commerce does not exist in a static state; it is inherently dynamic.  Thus, this guide can only address this subject at a point in time.  Consequently, readers should only use this guide as a starting point for the latest developments in this area.  All areas of discussion include references to assist in this endeavor.  This edition updates the 1999 edition.  Revisions to the 1999 edition are highlighted.

Any comments, suggestions, or corrections concerning this guide should be directed to Mr. John Thrasher at (937) 656-0816, DSN 986-0816 or John.Thrasher@wpafb.af.mil.
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1.  Basic Definitions  

Although the term Electronic Commerce (EC) is sometimes used interchangeably with the term “Paperless Contracting” and “Electronic Data Interchange” (EDI), these terms are not synonymous.  In fact, they cannot be fully understood unless they are conceptually distinguished.  Their definitions are as follows:
  

1.1.  Electronic Commerce (EC)

Congress, in the 1998 Authorization Act, defined Electronic Commerce, or EC, as, “… electronic techniques for accomplishing business transactions, including electronic mail or messaging, World Wide Web technology, electronic bulletin boards, purchase cards, electronic funds transfers, and electronic data interchange.”
  This definition is adopted verbatim by the FAR.
  The DOD definition differs slightly from the Congressional and FAR definition.  While the FAR definition focuses upon the types of electronic media used, the DOD definition is somewhat broader focussing upon methods of implementation.  The DOD Strategic Plan defines EC as “The interchange and processing of information using electronic techniques for accomplishing transactions based upon the application of commercial standards and practices.  Further, an integral part of implementing Electronic Commerce is the application of process improvements to enhance business processes, normally but not necessarily, prior to the incorporation of technologies facilitating the electronic exchange of business information.”  Thus, the DOD definition does not focus upon specific technologies but instead emphasizes commercial processes and process improvements.  This definition is adopted verbatim in DODD 8190.2, June 23, 2000.  Therefore, embedded within the DOD definition are the themes that commercial technologies should be used whenever possible and that converting to EC is not merely the conversion of existing processes to electronic media – it is the conversion to process improvements and efficiencies.
1.2.  Electronic Business (EB) 

The DOD Strategic Plan distinguishes between EC and Electronic Business, defining EB as, “The application of Electronic Commerce techniques and solutions to the business processes of the DoD to include the entire range of the DoD functional areas.  For the purpose of this document, functions are those defined in Joint Pub 1-02, i.e., appropriate or assigned duties, responsibilities, missions, tasks, functions, powers or duties of an individual, office or organization.  A functional area is comprised of one or more functional activities, each which consists of one or more functional processes.”  This definition is adopted verbatim in DODD 8190.2, June 23, 2000.
1.3.  Interoperability

 The ability of the systems, units, or forces to provide and receive services from other systems, units, or forces, and to use the services so interchanged to enable them to operate effectively together.  The conditions achieved among communications-electronics systems or items of communications-electronic equipment when information or services can be exchanged directly and satisfactorily between them and/or their users.
  This definition is adopted verbatim in DODD 8190.2, June 23, 2000.
1.4.  Electronic Signature

Currently the FAR defines a “signature” as “the discrete, verifiable symbol of an individual which, when affixed to a writing with the knowledge and consent of the individual, indicates a present intention to authenticate the writing.  This includes electronic symbols.”
  Recent legislation, the Electronic Signatures Act, defines an electronic signature as, “.. an electronic sound, symbol, or process, attached to or logically associated with a contract or other record and executed or adopted by a person with the intent to sign the record.”

1.5.  Trading Partner/Business Associate

A trading partner is an organization or individual with whom information or data is accessed or exchanged.  The term trading partner includes private industry, academia, and government entities.
  Although the term “Trading Partner” was used in the DOD Strategic Plan, the term “Business Associate” is substituted within DODD 8190.2, June 23, 2000.
1.6.  Paperless Contracting

“Paperless Contracting”, sometimes referred to as “Electronic Contracting”, focuses only on the contracting process.  It is the paperless exchange of business information resulting in a legally enforceable agreement for the purchase of goods or services.  It is a subset of Electronic Commerce and may employ various forms of electronic technology from the telephone to EDI.  Although some current efforts may just convert existing processes to electronic format, true savings will not be achieved unless current processes are streamlined through conversion to electronic processes.  Consequently, long term efforts should go beyond merely converting the current process to electronic format.  
1.7.  Electronic Data Interchange (EDI)

EDI is a specific method for accomplishing EC and paperless contracting.  It is the routine computer-to-computer exchange of routine business information using a publicly accepted standard format.  This technique is usually employed between two trading partners exchanging information in a standardized format.  EDI translates the party’s proprietary information into an agreed upon standard data format such as The American National Standards Institute (ANSI) standard in the United States or the United Nations Edifact Standard elsewhere.  A distinguishing trait of EDI is that it seeks to minimize or eliminate the need for human intervention in the process; it is basically computer to computer exchanges of information.  In contrast, EC may use any form of electronic interchange.

The Federal Acquisition Computer Network (FACNET) is the government wide EDI operational capability for the acquisition of supplies and services that provides for electronic data interchange of acquisition information between the government and the private sector, employs nationally and internationally recognized data formats, and provides universal access.
  FACNET was established by the Federal Acquisition Streamlining Act (FASA)
 as a mechanism to present a single government face to industry, as well as, interoperability within the federal government.  The legislation mandating FACNET required the government to convert its paper based activities into an EC/EDI based system.  The system was to be in place within five years and was designed to inform the public about federal contracting opportunities, outline the details of government solicitations, permit electronic solicitation of bids and proposals, facilitate responses to questions about solicitations, enhance the quality of data available about the acquisition process, and be accessible to anyone with access to a personal computer and a modem.
  Although FACNET was legislatively mandated as the technological solution to paperless contracting, in practice it was difficult to implement in some instances and was technologically out paced by use of other techniques such as the Internet.  Consequently, FACNET was not as broadly implemented as originally envisioned and contracting activities within DoD, like their commercial counterparts, moved rapidly to use of the Internet.  In response to a GAO Report that identified this problem, Congress repealed the mandatory implementation of FACNET to allow flexibility to government agencies. 
 Although the FASA FACNET mandates were repealed, the FACNET may still be used and still has useful application in many areas of contracting.
1.8.  Smart Cards

Smart cards are plastic cards the size of a credit card that contains a microchip that can store a variety of information, security features, and computational capability.

2.  Evolution of Electronic Commerce in the Federal Government

2.1.  1993 National Performance Report (NPR) Procurement Report

The 1993 NPR report “Reinventing Federal Procurement” concluded that the federal government had fallen behind private industry in the use of EDI to reduce costs.  Although some initial efforts were taken in 1991to establish federal EDI standards, little real movement toward application of EDI to the procurement system had occurred since.  The report cited a three year test conducted at Wright-Patterson AFB that indicated a saving of 10% in the purchase cost of goods, a reduction of one third in purchase lead time and a doubling of buyer productivity.  The NPR concluded that these processes applied government wide had the potential of saving the government $500 million per year and eliminate some 12,000 federal jobs.  The NPR prescribed two basic actions: the establishment of an EC infrastructure whose architecture would be defined by 1994 and would be implemented by January 1997 and, that the FAR be amended to fully implement EC/EDI by the federal acquisition community.

2.2.  October 1993 Presidential Memo

As a follow up to the NPR, President Clinton issued a 26 Oct 93 memo, Streamlining Procurement Through Electronic Commerce stating that he was “committed to fundamentally altering and improving the way the Federal Government buys goods and services by ensuring that electronic commerce is implemented for appropriate Federal purchases as quickly as possible.”
  It stated that the objectives of the government EC initiative were to:

· Exchange procurement information-electronically between the private sector and the federal government to the maximum extent practical,

· Provide business with greater access to the federal procurement opportunities,

· Ensure that potential suppliers are provided simplified access to the federal government’s EC system,

· Employ national and internationally recognized data formats that serve to broaden and ease the electronic interchange of data, and

· Use agency and industry systems and networks to enable the Government and potential suppliers to exchange information and access Federal procurement data.

2.3.  December 1993 DoD Report

A December DoD Report found that there must be a movement toward a standard DoD procurement system to realize the benefits of EC/EDI.  It advocated presenting a “single face to the industry” through the use of recognized data standards and uniform DoD implementation conventions.  It also anticipated a single access point of entry for contractor connection to the system, a centralized contractor registration repository, and a standard Value Added Network (VAN) agreement.
  It also concluded that small purchases provided the best opportunities for implementing EDI because of the high volume and consistent data sets.  These findings would later serve as the basis for the government wide EC system Federal Acquisition Computer Network (FACNET).
2.4.  1994 FACNET Created

The Federal Acquisition Streamlining Act of 1994 (FASA)
 mandated the development of a government wide EC/EDI system architecture for the acquisition of supplies and services which was designated the Federal Acquisition Computer Network (FACNET).  FACNET’s primary focus was intended to be on contracts valued between the micro-purchase threshold of $2500 
 and the simplified acquisition threshold of $100,000.
  The system was designed to: (1) allow the electronic interchange of procurement information between the Government and the private sector, (2) use national and internationally recognized data formats, and (3) permit universal user access.
  FASA also mandated certain minimum tasks that FACNET must accomplish for the government and private sector.
  A three phase implementation was envisioned by FASA, with full implementation by January 1, 2000.
  
2.5.  January 1997 GAO Report

In 1997 the GAO issued a report to Congress that found that the benefits of using FACNET were outweighed by the difficulties of doing business using the system.
 The report found there was little use of FACNET; it was estimated that less than 2% of all procurements between $2,500 and $100,000 in 1995 used FACNET.
 Also, not only was the use of FACNET not saving resources and increasing productivity, its use actually took more time and required more resources than traditional methods.
  One of the more significant findings of the report was that the availability of other faster and simpler electronic procurement methods limited the utility of the FACNET system.  Two specific methods were the internet and government purchase cards.
  In short, the GAO Report questioned the viability of continuing to exclusively rely upon FACNET in light of its inherent difficulties and improvements in other forms of electronic procurement methods.
2.6.  1997 DOD Guidance

On 21 May 97, Dr. Hamre issued a Management Reform Memorandum,
 mandating a “… blueprint of a plan to move to a totally paper-free contract writing, administration, finance, and auditing process” by January 1, 2000.  On November 10, 1997, Secretary of Defense Cohen announced a sweeping Defense Reform Initiative (DRI).  The overall objective of the DRI was to improve the efficiency of the DoD’s internal processes and thereby free up enough resources to build a force structure capable of meeting our national defense needs in the year 2020.  Toward that end the DRI establishes several specific objectives, such as the conversion of all major weapons system acquisitions and their associated follow-on maintenance and logistic support to paperless processes by January 1, 2000. 
2.7.  July 1997 Presidential Memo

On July 1, 1997 President Clinton released a major policy memorandum entitled “Electronic Commerce.”  The President assigned specific goals to the heads of the executive departments to promote global electronic commerce.  In particular to the DoD, the memorandum states 

I direct all executive departments and agencies to promote efforts domestically and internationally to make the Internet a secure environment for commerce.  This includes ensuring secure and reliable telecommunications networks; ensuring an effective means for protecting the information systems attached to those networks; ensuring an effective means for authenticating and guaranteeing confidentiality of electronic information to protect data from unauthorized use; and providing information so that Internet users become well-trained and understand how to protect their systems and their data.

2.8.  July 1997 DOD Emphasis on ACAT I Programs

On July 15, 1997, the Under Secretary of Defense for Acquisition and Technology issued additional guidance for the initiative focusing its implementation on ACAT I programs.  The memorandum also assigned responsibility for the initiative to the Integrated Program Management Initiative (IPMI) Executive Steering Group (ESG) (currently comprised of representatives from OUSD(A&T)SA, the SAEs, DCMC, DARPA, DUSD(L), DISA, TSE&E, C3I, DUSD(AR), NRO and JECPO) and charged the group with coordinating cross Component activities and developing any additional guidance deemed necessary.  Additionally, the Defense Contract Management Command (DCMC) was tasked with encouraging contractors to submit digital environment concept papers under the single process initiative (SPI).  The Defense Acquisition University (DAU) was tasked with adding digital environment implementation guidance to their program management training courses.  All new-start programs were tasked with including digital operations in their strategic planning and Milestone Decision Authorities were tasked with assessing the digital environments developed for each acquisition program at each new milestone review.  Lastly, the ESG was charged with reporting the initiative’s progress to the Under Secretary of Defense for Acquisition and Technology every six months.
2.9.  1998 Defense Authorization Act Directives

2.9.1.  Repeal of FACNET Mandates

As a response to the 1997 GAO Report, Congress enacted Section 850 of the 1998 DoD Authorization Act,
 to amend the Office of Federal Procurement Policy Act to replace the restrictive FACNET requirements and certifications mandated by FASA.
  For example, Section 850 eliminated the requirement of FACNET implementation as a condition for continued use of simplified acquisition procedures.
  Although the FASA FACNET mandates were repealed, the FACNET may still be used.  Agencies are required to ensure that EC systems, technology, procedures, and processes are implemented uniformly throughout the agency to the maximum extent practicable after giving due consideration to the use, or partial use, of existing EC systems and infrastructures, including FACNET.
  However, agencies are now granted more flexibility to choose from among a group of electronic procurement options based upon their utility.  The OFPP Act, as amended, now requires, “The head of each executive agency…shall establish, maintain, and use, to the maximum extent that is practicable and cost-effective, procedures and processes that employ electronic commerce in the conduct and administration of its procurement system.”
  In implementing these requirements, the Act, as amended, directs agencies to “ apply nationally and internationally recognized standards that broaden interoperability and ease the electronic exchange of information.”
 Also, any solicitation or agency notice of requirements must be provided in a form that allows for convenient and universal user access through a single, Government-wide point of entry.
 

2.9.2.  Mandate to Use and Definition of  EC Processes

The 1998 Defense Authorization Act mandated the adoption of EC processes to the maximum extent practicable, stating, “the head of each executive agency… shall establish maintain, and use, to the maximum extent practicable and cost -effective, procedures and processes that employ electronic commerce in the conduct and administration of its procurement system.”
  Additionally, the 98 Authorization Act for the first time defined EC as “… electronic techniques for accomplishing business transactions, including electronic mail or messaging, World Wide Web technology, electronic bulletin boards, purchase cards, electronic funds transfers, and electronic data interchange” 
 

2.9.3.  Establishment of a DoD EC Program Office

Section 850 of the 1997 Defense Authorization Act required establishment of  an EC program office under USD(A&T).  In November 1997 a Defense Reform Initiative (DRI) announced the Joint Electronic Commerce Program Office (JECPO) to accelerate the application of information technology to improve DoD acquisition processes and supporting sustainment life-cycle practices.

2.10.  11 March 1999, DoD CIO Guidance and Policy Memorandum No. 2‑8190‑031 199
On 11 March 1999, the DoD CIO issued Guidance and Policy Memorandum No. 2‑8190‑031 199, Defense‑wide Electronic Commerce. 
(Note DoDD 8190.2, June 23, 2000 replaces this document.).  The memorandum states the following is the policy of DoD, to:

· Employ EB/EC concepts and technologies in conducting all process im​provement and reengineering efforts. This use will permit incorporation of proven commercial market approaches to disseminate information in an electronic form to the right person or activity, at the right time, with the objective of reducing process cycle times. The DoD will also perform the following:

· Implement EB/EC initiatives that incorporate best business practices to garner efficiencies and promote operational effectiveness through sig​nificant response cycle time reduction.

· Facilitate global data sharing, appropriate security measures, and integration of cross‑functional business processes between the Department and its business partners.

· Implement flexible, interoperable, open solutions that do not prohibit or impede the use of new or competing technology solutions to the maximum extent practical.

· Use industry EB/EC standards and COTS solutions to the maximum extent practical.

· Implement EB/EC security solutions that afford data security based upon user and statutory requirements while sustaining or improving the proc​esses that they replace.

· Establish and use EBO that employs EB/EC principles, concepts, and technologies in the conduct and administration of its military and business processes.

· Plan, develop, and implement EB/EC from a DoD‑wide perspective to provide for integrated and uniform program direction and planning.

· Facilitate and support DoD components' efforts to implement EB/EC con​sistent with the Department's strategic goals and objectives.

· Apply EB/EC processes to operate with DoD's trading partners to achieve integration within and among the DoD components and the private sector.

· Ensure all EB/EC operations employ continuous process improvement, in​cluding employment of the best applicable business practices using na​tional, international, or commercial standards; a common information infrastructure; and best "fit" security solutions. EB/EC will use the DoD common information infrastructure, security solutions, and a common set of best business practices for interactions across DoD's functional areas.

· Protect intellectual property rights, guarantee data integrity and privacy rights, and foster interoperability.

· Cooperate with other federal departments and agencies to develop and im​plement an EB/EC operational architecture in support of a government​wide EB/EC program.

· Use end‑to‑end standards‑based solutions for EB/EC security that are compatible and interoperable with publicly available security solutions. Ensure transaction confidentiality is maintained, audit trails are estab​lished commensurate with business needs and currently accepted prac​tices, and system resources are protected from disruption or exploitation. EB/EC information needs to be exchanged, processed, stored, manipu
lated, and disseminated with the assurance that it is not being exploited, modified, or disrupted by adversaries, interlopers, or competitors. Comply with national and DoD polices and directives for the protection of classified information (e.g., DoD Directive 5200.28, DoD Directive 5300.1‑R).
· Describe and adhere to an EB/EC architecture (including operational, systems, and technical views) developed in accordance with DoD's C4ISR architecture and framework.

2.11.  DOD Electronic Business/Electronic Commerce Strategic Plan 

In May 1999, DOD issued the DOD Electronic Business/ Electronic Commerce, Strategic Plan.
  This plan was founded in 20 May 1998 Defense Reform Initiative directive (DRID) #43 and CIO Guidance and Policy Memorandum No. 2-8190-031199, Defense Wide Electronic Commerce.
  The plan is composed of seven sections that provide an introduction to EB/EC; planning horizons; strategic vision; guiding principles; goals and objectives; strategies and milestones; and lastly management structures and processes.  Appended to the plan is the DoD Purchasing and Paying Strategic Plan required by OMB Memorandum and summaries of many OSD PSA functional EB/EC plans. The DOD Strategic Vision is: 

“By 2010, an enterprise-wide electronic environment will exist where best business practices and enabling technologies are used to facilitate the most efficient exchange of the full range of business information resulting in streamlined and rapid response to the warfighter and supporting Defense missions.” 

The DoD EB/EC Strategic Plan sets forth three goals to meet the EB/EC Vision. The EB/EC goals are to:

· Achieve global flexibility, increased productivity, and a dynamic working environment through the application of EB/EC.

· Achieve efficient and effective responses to changing environments by the rapid introduction of business process improvements or reengineering and the exploitation of EB/EC technologies, and

· Achieve cultural changes and shifts from current business practices through guidance and the attainment of necessary skills for implementation of EB/EC.

2.12.  Air Force Electronic Business/ Electronic Commerce Strategic Plan

The United States Air Force electronic Business/ Electronic Commerce Strategic Implementation Plan was issued in January 2000.  The DoD and Air Force vision for EB/EC is to have an enterprise‑wide electronic environment by 2010, where best business practices and enabling technologies are used to facilitate the efficient exchange of business information.  For the Air Force, EB/EC is viewed as the end‑to‑end digital exchange of information needed to conduct business.  It is the business environment created by the application of commercial standards and practices to automate the management and exchange of information.  It is the paperless exchange of business, scientific, technical, planning, budget, and requirements information using the Internet, EDI, electronic mail (e‑mail), electronic bulletin boards, electronic funds transfer (EFT), and other similar technologies.

The Air Force EB/EC goals and objectives are derived from the Global Combat Support System‑Air

Force (GCSS‑AF) Operational Requirements Document, the report The Way Ahead by the GCSS‑AF Requirements Integration Tiger Team (GRITT)
 and guidance set forth in the DoD Electronic Business/Electronic Commerce (EB/EC) Strategic Plan and other plans relevant to improving EB.  The GCSS‑AF subscribes to the following DoD EB/EC guiding principles in pursuing electronic business operations (EBO) goals and objectives:

· EB/EC implementers will incorporate process improvement or reengineering techniques and use best 

       business practices to achieve efficiencies.

· EB/EC processes and tools will be used to facilitate global data sharing and integration of cross‑functional business processes in DoD and between the Department and its business partners.

· Flexible, interoperable solutions that do not prohibit or impede the use of new or emerging technologies will be implemented.

· Industry EB/EC standards and commercial off‑the‑shelf (COTS) solutions will be used when they offer the best capabilities, offer flexibility, and minimize life‑cycle costs.

· EB/EC solutions will afford the data security that users require without degrading the processes they replace.

Because EB/EC makes use of technology tools (such as the Web, EDI, e‑mail, EFT, electronic catalogs, and smart cards), it permeates almost all business areas. Ongoing DoD and Air Force EB/EC projects reflect this broad scope and diversity of applications.  Although they may use common tools or have common objectives, they are often independent efforts.
2.13.  DOD Directive 8190.2

DODD 8190.2 codifies previous DOD guidance and the DOD Strategic plan.  Specifically, it:

· Codifies Deputy Secretary of Defense and the DoD Chief Information Officer (CIO) guidance

· Cancels Deputy Secretary of Defense Memorandum, "Department of Defense Reform Initiative Directive #43- Defense-wide Electronic Commerce," May 20, 1998, and Assistant Secretary of Defense Command and Control, Communications and Intelligence Memorandum, "DoD Chief Information Officer (CIO) Guidance and Policy Memorandum, No. 2-8190 - 031199 Defense-wide Electronic Business/Electronic Commerce (EB/EC)," March 11, 1999.

· Establishes the Department of Defense (DoD) Joint EB/EC Program.

· Establishes policy and assigns responsibilities for the direction, management and coordination of EB/EC activities within the Department of Defense.

· Establishes the Joint Electronic Commerce Program Office (JECPO), and provides for the JEPCO’s mission, organization, responsibilities, and oversight.

It also establishes Department of Defense policy to:

· Foster and promote the integration of EB/EC technologies into reengineered or improved business processes consistent with the requirements of Public Law 104-106. 

· Establish and use electronic business operations that employ EB/EC principles, concepts and technologies in the entire range of DoD operations.

· Employ EB/EC concepts and technologies in the conduct of all process improvement and reengineering efforts.   This will permit incorporation of proven commercial market approaches to disseminate information in an electronic form to the right person/activity, at the right time, with the objective of reducing process cycle times.

· Implement EB/EC initiatives that incorporate "best business practices" to garner efficiencies, and to promote operational effectiveness through significant response cycle time reduction.

· Facilitate global data sharing, appropriate security measures (references (d) and (e)) and integration of cross-functional business processes between the Department and those with whom it does business.

· Plan, develop, and implement EB/EC from a DoD-wide perspective to provide for integrated and uniform program direction and planning.

· Describe and adhere to an architecture (including operational, systems and technical views) developed in compliance with DoD Information Technology architectures and frameworks.

· Implement flexible, interoperable, open solutions that allow the use of new or competing technology solutions to the maximum extent practical.

· Cooperate with other Federal Government Departments and Agencies to develop and implement an EB/EC operational architecture in support of a Government-wide EB/EC program.

· Ensure all EB/EC operations employ continuous process improvement including employment of the best applicable business practices using national, international or commercial standards, a common information infrastructure, and best "fit" security solutions.   EB/EC will use the DoD common information infrastructure, security solutions and a common set of best business practices for interactions across the Department of Defense's functional areas.

· Use commercial EB/EC standards and commercial-off-the-shelf (COTS) solutions to the maximum extent practical.

· Implement EB/EC security solutions that will afford data security based upon user and statutory requirements while sustaining or improving the current processes that they replace.

· Utilize end-to-end standards-based solutions for EB/EC security that are compatible and interoperable with publicly available security solutions.  Establish that transaction confidentiality is maintained, audit trails are established commensurate with business needs and currently accepted practices and system resources are protected from disruption or exploitation.  EB/EC information must be exchanged, processed, stored, manipulated, and disseminated with the assurance that it is not being exploited, modified, or disrupted by adversaries, interlopers or competitors.

· Protect intellectual property rights; provide for data integrity and privacy rights, and foster interoperability.

· Apply EB/EC processes to interoperate with those with whom the Department of Defense does business to achieve integration within and among the DoD Components and the private sector.

It also establishes the responsibilities of the DOD Chief Information Officer (CIO), the DOD staff and the Joint Service Chiefs in the EC process.
2.14.  Designation of an Air Force Materiel Command Chief Technology Officer (CTO)

The AFMC Commander directed the formation of an e-business AFMC Tiger Team in August 2000.  The Team’s purpose was to “develop a vision and operational architecture for the Command that leverages current industry e-business initiatives and enabling technologies to enhance AFMC’s strategic business performance.”  As a result of that study, the AFMC Executive Director (AFMC/CD) was designated as Chief Technology Officer (CTO) for the Command in January 2001.  The CTO is responsible for identifying enterprise-wide e-business opportunities, facilitating implementation into mission and functional operations, and coordinating Command activities with other Air Force, DoD and Industry.  The Command Chief Information Officer (CIO) remains AFMC/SC.  The CIO, in contrast to the CTO, is responsible for structural implementation of e-business initiatives, such as network and directory structures.

2.15.  The Government Paperwork Elimination Act (GPEA)

The GPEA requires Federal agencies, by October 21, 2003, to provide for (1) the option of the electronic maintenance, submission, or disclosure of information, when practicable, as a substitute for paper, and (2) the use and acceptance of electronic signatures, when practicable.  These mandates are implemented by OMB guidance.

2.16.  Electronic Signatures in Global and National Commerce Act (E-SIGN)

The Electronic Signatures in Global and National Commerce Act 
 states that: “…with respect to any transaction in or affecting interstate commerce – (1) a signature, contract, or other record relating to such transaction may not be denied legal effect, validity, or enforceability solely because it is in electronic form; and (2) a contract relating to such transaction may not be denied legal effect, validity or enforceability solely because an electronic signature or electronic record was used in its formation.”  The Electronic Signatures Act defines an electronic signature as, “.. an electronic sound, symbol, or process, attached to or logically associated with a contract or other record and executed or adopted by a person with the intent to sign the record.”  This would seem to require the government to recognize any form of electronic signature submitted by a contractor on a contractual document.  However, the Act allows the government to specify the technological methods of creating an electronic signature. [see section 4.1]

2.17.  The Department of Justice Legal Guidelines
The Department of Justice published - "Legal Considerations in Designing And Implementing Electronic Processes: A Guide for Federal Agencies," in November 2000.  The “Legal Issues to Consider” in "Going Paperless" are:

· Will the electronically gathered and stored information be collected, retained, and accessible whenever needed? 

· Will the electronic collection, transmission, storage of "documents" or information comply with applicable legal requirements, including, for example, laws requiring that certain records be maintained in a particular form or format? 

· Will electronic records be sufficiently reliable to be useful to Congress, agency decision-makers, private disputants, judges, juries, and others who must determine the facts underlying agency actions? 

· Will the agency's use of electronic methods to obtain, send, disclose and store information comply with applicable laws, such as those governing recordkeeping, privacy, confidentiality, and accessibility?

Suggested methods of reducing the legal risks of "Going Paperless" are:

· Conduct an analysis of the nature of a transaction or process to determine the level of protection needed and the level of risk that can be tolerated; 

· Consider potential costs, quantifiable and unquantifiable, direct and indirect, in performing a cost/benefit analysis; 

· Use available sources of expertise, such as legal, programmatic, and technical experts, inside and outside your agency, including the OMB Guidance; 

· Consider developing a comprehensive plan when converting a traditional process to an electronic one, especially if converting means re-engineering the existing process; 

· Consider the kinds of information relevant to the process and ensure that necessary information is gathered; 

· Consider using a "terms and conditions" agreement; 

· Incorporate an appropriate retention and access policy for the records produced by electronic processes, including long-term retention where necessary; 

· Be aware of legal concerns that implicate effectiveness of or impose restrictions on electronic data or records; 

· Just as should be done with paper processes, document the various steps in your electronic process so that you can demonstrate the reliability of your process to courts and others who must determine the facts underlying an agency action; 

· Analyze the full range of technological options and follow commercial trends where appropriate; 

· If an agency considers using an outside entity to manage information, the agency should consider the various liability and privacy issues that may arise as a result of this system; and 

· Retain paper-based information in important or sensitive contexts where necessary. 

Specific Requirements Identified for Electronic Processes Used to Enter into Contracts and Related Transactions include:

· Date and time of the contract or other instrument, any amendments to it, and any claims for payment (including invoices or progress payment requests) submitted under it; 

· Date and time that each party submitted its offer, acceptance, or claim for payment, the date and time it was received (including proof that it was in fact received), and proof of the identity and location of each particular person who transmitted such items; 

· Every term, provision and certification that applies to the transaction; 

· That the text of all terms was actually made available to each party; and 

· That all required parties agreed to the contract or transaction, including:

· the identity of the specific individuals who entered into the contract or transaction on behalf of each party, and any appropriate identifying information about them; 

· proof that the transaction was an agreement (i.e., text stating that the party or parties "agree");

· proof that each party intended to be legally bound;

· proof that the individual has certified to the truth and accuracy of the information submitted on any claims or required certifications and has submitted the information under penalty of perjury; 

· all amendments, if any, to the transaction, including each of the above items for each amendment, along with proof that no other changes, amendments, or alterations have been made by the submitter, the government, or anyone else. 

2.18.  Current DOD and Air Force Initiatives

2.18.1.  Standard Procurement System

The purpose of the Standard Procurement System (SPS) is to modernize and integrate the current DoD procurement systems.  Currently, each military service has various “legacy” systems that provide electronic capability in various aspects to the acquisition system.
  For example there are various contract writing systems Air Force contracting organizations have used for many years, such as Base Contracting Automation System (BCAS) and Automated Contract Preparation System (ACPS).  However, these systems generally cannot interface with the systems of other services or even other systems within the same service.  It is intended that SPS will provide one DoD wide system, replacing the individual legacy systems within each service.  For the Air Force, this includes the Base Contracting Automation System (BCAS) and Air Force Materiel Command (AFMC) systems.  Unlike the current legacy systems, it is intended to provide coverage of the entire procurement system from requirement identification through close out, interface with other non-procurement systems, and provide electronic filing of documents.  SPS is being developed under a contract awarded on 8 April 1997 to American Management Systems (AMS).  As of 8 July 1998, version 4.0 of SPS was completed at 184 DOD sites.  SPS initiative is headed by a SPS Program management Office under DCMC.  Within the Air Force , SPS is implemented by SAF/AQCI as the Contract management Office and a AFCIS SPO is providing centralized AF deployment support. 

2.18.2.  Central Contractor Registration

FAR 4.503 (a) requires contractors to register with the Central Contractor Registration (CCR) if they wish to conduct business with the federal government through EC.  However, DFARS 204.73 requires all contractors, not just those using EC, to register in the CCR database to conduct business with DoD.  This rule applies to all solicitations issued after 31 May 1998.  A contractor that is not registered in the CCR database is ineligible for award,
 unless the award involves: a purchases made with a government wide commercial purchase card, awards to foreign vendors that will be performed outside the United States, classified contracts or purchases, awards made by COs during deployments or emergency operations, or purchases in support of unusual and compelling needs.
  This database will provide a central depository for defense contractor information replacing the current multiple information requirements of various contracting and payment offices.  In addition, this registration database will present a single DoD face to industry and increase the visibility of vendor sources for particular supplies and services.

2.18.3.  Past Performance Automated Information System (PPAIS)

Several systems have been developed by the Services and Defense Agencies to measure or track contractor performance.  These generally fall into two categories: performance tracking systems, which use existing data to evaluate contractor performance, and performance appraisal systems, which allow users to write "report cards" on contract performance.  The former include the Navy’s PEDREP, or "Red/Yellow/Green,"  system and the Defense Logistics Agency’s Automated Best Value Model. Appraisal systems include a Defense Information Systems Agency (DISA) system, the Army’s Past Performance Information Management System (PPIMS), the Navy’s Contractor Performance Appraisal Reporting System (CPARS) and the Air Force’s CPARS data maintained in a Lotus Notes database.  The purpose of the Past Performance Automated Information System (PPAIS) is to collect and provide access to information about contractors and their performance that may be used by Department of Defense (DoD) acquisition personnel.  Phase I of the PPAIS (http://DODPPAIS.navsea.navy.mil/) provides a query capability for authorized users into data collected by report card systems, as well as providing a collection capability for those activities which do not have access to a system.  Phase II will address performance tracking systems.
  It is intended to eventually replace individual agency systems such as the Air Force CPARS database.
2.18.4.  Electronic Posting System (EPS)/ Federal Business Opportunities (FedBizOpps)

The Electronic Posting System is envisioned as a single, government wide, entry point (portal)for the entire federal government, eventually replacing the CBD. When finally implemented it will provide a single entry point for all electronic quotes/solicitations and receipt of secure proposals, seamless transfer of CBD synopses, and host a variety of documents.  EPS was a joint NASA/GSA development effort.  SAF/AQC approved its use throughout the Air force in October 1998, and was fully implemented on 15 April 1999.  It will soon be replaced by FedBizOpps.

2.18.5.  Electronic Malls/Catalogs

Electronic Malls, or E-malls, allow a buyer to browse, place orders and make payments through web-sites for multiple award task and delivery order contracts.  A recent OFPP Report found that E-Malls allow agencies to shorten cycle time, reduce resources required to fulfill requirements, and provide an avenue for comparison shopping to ensure best value.
  For example, the Defense Logistic Agency E-Mall is intended to provide one stop shopping for DoD customers from over four million DLA-managed items and hundreds of thousands of commercial items from vendor catalogs.
  Other such E-malls include: the Federal Supply services’ GSA Advantage
; the Federal Prison Industries’ UNICOR On-Line Shopping Catalog,
 the Navy’s Information Technology Electronic Catalog, ITEC Direct, and the National Institutes of Health’s Electronic Computer Store.  

The 1999 Authorization Act mandated creation of a DoD wide Electronic Mall System.
  One such initiative is the federal EC Navigator that attempts to provide buyers a way to view and move between catalogs.
  The Defense Logistics Agency (DLA) E-Mall is being expanded into a DoD E-Mall.  It may be viewed at https://www.emallmom01.dla.mil/scripts/default.asp  It will provide a single point of entry and search capability for all Internet based DoD electronic catalogs.  This will enable customers to buy both products and services.  The DoD E-mall is being constructed with a commodities corridor, an information technology corridor, and a services/construction corridor.  The Military Services and Defense Agencies are fielding "stores" within these corridors.  In addition to providing one-stop visibility for ordering from all DoD electronic catalogs, the E-Mall will provide one stop visibility of the status of orders.
The DoD E-Mall is currently on line and can search across and order from the following sources:  DLA Inventory Control Point managed commodity items and Defense Reutilization and Marketing Office reutilization items; Defense Supply Center Philadelphia’s ASCOT electronic catalog for clothing and textiles items; DLA’s E-CAT electronic catalog of commercial part numbered items; Navy’s ITEC Direct electronic catalog of IT hardware and software items, and Inventory Control Point (ICP) long term contracts for photographic and lighting supplies, foodservices, and other mechanical items.  The E-Mall empowers the customer to search, locate, compare, and order material based upon quality, price, and availability.
2.18.6.  International Merchants Purchase Authorization Card (IMPAC) 

The Air Force, as well as, other services currently uses a purchase card, the IMPAC card. 
  Purchase cards are essentially government credit cards issued through commercial financial institutions.  They promise substantial savings when used for small purchases which are high volume, low value purchases.  Purchase cards were first proposed for Federal Government use in the early 1980’s as part of an effort to cut the costs of buying goods and services.  In 1993, the Vice President’s National Performance Review identified the purchase card as a major acquisition reform and recommended that all federal agencies increase their use of purchase cards.  The DEPSECDEF signed a memo on March 9, 1998 establishing the Purchase Card Program Management Office (PC PMO).  The purchase card provides a less costly and more efficient way for DoD organizations to buy goods and services directly from vendors instead of processing requests through government procurement offices.

GSA issued a contract for the “next generation” of purchase cards in February 1998.
  The new cards will be multifunctional “smart cards” rather than the traditional single purpose credit cards.  Smart cards are plastic cards, the size of a credit card, that contains a microchip that can store a variety of information, security features, and computational capability.  The current government wide commercial purchase card is authorized for use in making and/or paying for purchases of supplies, services, or construction.  Until recently, the concept for the use of purchase cards was limited to micro-purchases (under $2,500).  The Government wide commercial purchase card is the preferred method to purchase and to pay for micro-purchases.
  In fact, of all the micro-purchases made by the DoD acquisition community through the third quarter of FY98, 86% were made using the purchase card.  The DEPSECDEF signed a memorandum on July 20, 1998 directing expanded use of the purchase card for: 

· All training costs below $25,000, if ordered off an existing contract (i.e. not direct purchase); 

· All medical services and non-appropriated fund payments below $2,500; 

· Goods and services under $2,500 purchased using standard contracting instruments; and 

· All military interdepartmental purchase requests below $2,500. 

The Government wide commercial purchase card may be used by contracting officers and other individuals designated in accordance with FAR 1.603-3.  Agencies using the Government wide commercial purchase card must establish procedures for use and control of the card that comply with the Treasury Financial Manual for Guidance of Departments and Agencies (TFM 4-4500) and that are consistent with the terms and conditions of the GSA Federal Supply Service Contract Guide for Government wide Commercial Purchase Card Service.  The Air Force has issued internal procedures which may be viewed at http://www.safaq.hq.af.mil/contracting/toolkit/impac/index.cfm  Policy documents related to the Air Force IPAC may be viewed at http://www.safaq.hq.af.mil/contracting/toolkit/impac/impac_policies.cfm
2.18.7.  Technical Data Information System

DoD is attempting to provide a centralized source for procurement related technical information.  This effort is currently being carried out under a pilot project pursuant to a memorandum of agreement between DoD and the National Technical Information Service.  However, this approach may not be feasible because the vendors are charged a fee to access the information.  As a result, the Air Force is pursuing another solution in partnership with the Joint Electronic Commerce Program Office (JEPCO).  As envisioned, this website will provide information on RFOs and RFPs, unclassified and unrestricted technical drawings, military specifications and standards, and commercial standards, DoD and military service instructions and directives.

2.18.8.  Federal Procurement Data System

The Federal Procurement Data System (FPDS) is a central repository for information on federal procurement contract awards.
  Originally formed in 1978 as an organization within the DoD it was later transferred to the General Services Administration in 1982 where it has remained.  Approximately 65 Executive Branch agencies report their procurement contract obligations to the FPDS. 

2.18.9.  Commerce Business Daily (CBD) Net/CBDPlus

Notices of all federal open market contract opportunities over $25,000 may now be published electronically, free of charge to the public, on the CBDNet website.
  CBDPlus will be an enhanced version of CBDNet, including copies of solicitations and other relevant information in addition to the notice of contracting opportunities.
  Although the FAR creates a preference for electronic transmission of the synopsis to the CBD
, the Court of Federal Claims held the electronic version of the CBD did not satisfy the statutory notice requirements for acquisitions above the simplified acquisition threshold.
  Congress reversed this decision by amending the Office of Federal Procurement Policy Act to permit publication of solicitiation notices by electronic means.
  Such notices must be in a form that allows convenient and universal access and be accessible through the single government wide point of entry designated in the FAR.  If the contract action is expected to exceed $10,000, but not $25,000, the contracting officer must display the notice in a “public place” which may include an “electronic bulletin board or other appropriate electronic means.
  Such a capability is provided in the Air Force by EPS.  [Also see section 8 for additional information on this area.]

2.18.10. DOD Public Key Infrastructure (PKI)

On 8 August 1997 Deputy Secretary of Defense Hamre issued a Management Reform Memorandum (MRM) # 16, Identifying Requirements for the Design, Development and Implementation of a DoD Public Key Infrastructure.
  This directs DoD to move from a traditional paper based process into an environment where data is moved electronically between users.  It specifically calls for a reengineered DoD travel process and jointly tasks the Defense Information Systems Agency and the National Security Agency to develop and implement a PKI to support the validation of those digital signatures.  As a result of the Hamre directive, a DoD PKI Office and DoD Working Group were established in December 1997.  The National Institute of Standards and Technology (NIST) is taking the lead in development of a Federal PKI that supports digital signatures and other public key-enabled security services.  On August 11, 1998 DoD issued interim guidance on PKI requiring that no new certificate infrastructures shall be established without prior written approval of the DoD Chief Information Officer (CIO).  However, on going pilot projects may be continued. In May 1999, DoD issued a policy letter on PKI requiring every  DoD organization to deploy an infrastructure having the capability to issue certificates to each member of the organization, in accordance with the DoD Certificate Policy, by October 2000.
 Currently two applications under JECPO’s purview are using digital certificates: (1) Electronic Data Access (EDA) as a means of user authentication and access control to contract and financial documents, and (2) Wide-Area-Workflow Prototype DD Form 250 (WAWF) as a means of user authentication and to digitally sign the receipt document.   

2.18.11  Electronic Document Access (EDA)

DFAS, in partnership with DISA, the DLA's Defense Automated Printing Service (DAPS), and the Defense Contract Management Command (DCMC) and the Military Services, is working to implement and expand the use of Internet technology to provide shared access to contract (and other) documents used by multiple DoD agencies.  Now fully tested and accepted, EDA offers on line storage and retrieval of post award contracts, contract modifications, both personal property and freight government bills of lading (GBLs) and vouchers in a compressed text format.  The combined use of this format with Internet technology provides a mechanism to electronically store and retrieve large volumes of information across existing communication networks.  EDA capitalized on commercial tools that are widely used today.  Benefits include aiding the reduction of unmatched disbursements, reducing paper consumption, and increasing convenience to members of the user community.  The initial pilot system was implemented in June 1997

EDA has experienced notable success in enabling the complete or partial turn off of the paper from several contract writing systems to DFAS, and has improved access time by having documents readily available online.  These systems include the Navy ITIMP and APADE, the DLA DPACS, the Army PADDS and DVDs, and the Air Force BCAS.  

2.18.12. Wide Area Work Flow - Paperless Contracting Prototype 

Traditionally, the DoD contracting and contract pay process has been paper-based, labor intensive, and heavily dependent upon manual and repetitive inputs from multiple functional communities.  This environment restricts access to source data provided on various contractual and financial documents and in numerous automated information systems (AISs).  The anticipated Wide Area Work Flow (WAWF-RA) benefits are as follows: 

· Elimination of Paper-Based Support Functions: From a management and cost savings standpoint, the implementation of WAWF-RA will eliminate numerous support functions required for the current paper based process. With the electronic capture, storage, and retrieval of required documents, the supporting infrastructure which includes mail, file and copy rooms and their associated personnel no longer need to be maintained. 

· Global Accessibility: Multiple users will be able to globally access documents which will streamline processing, reduce the need for re-keying, improve accuracy, and provide real time processing and access to document status. Users of the system will be able to research discrepancies, history or status related to past payment, shipment, or invoices, without having to involve individuals from other organizations within the process.  DoD contractors will be able to submit their invoices electronically, and access contract payment records and status.  

· Accuracy of Documents: Current problems such as unmatched disbursements, duplicate payments, and payment delays can be alleviated using the WAWF-RA system. 

· Secure and Auditable Transactions: Access to appropriate functions and documents will be controlled through the user registration process. In addition, Public Key Infrastructure (PKI) certificates will be used to verify user identification.

The DoD has several tools available to help improve the receipt, management, processing, storage, retrieval, and foldering of documents required in the bill paying process.  These tools include the Electronic Document Management (EDM), Electronic Document Workflow (EDW), and Electronic Document Access (EDA) systems as well as Electronic Data Interchange (EDI) standards. 

Each of these technologies have been independently developed and tested, and has reached a reasonable level of maturity.  The Wide Area WorkFlow (WAWF) Prototype supports DoD efforts to reduce unmatched disbursements in the DoD receipt, acceptance, entitlement, and payment process through sharing data and electronic documents.  WAWF provides a technical approach for integrating and applying EDM, EDW, EDA, and EDI solutions with web interactive forms in a prototype business solution. The goal is to enable authorized Defense contractors and DoD personnel to access the documents required for a payment action in a "paperless" environment by creating a virtual contract payment folder.

Plans are underway to demonstrate the WAWF application in a functional proof of concept. Participants include the Defense Contract Management Command (DCMC) Phoenix, Defense Finance and Accounting Service (DFAS) Columbus and Kansas City, and Marine Corps and Army base level contracting operations. 

The DEPSECDEF signed out a memo on May 22, 1998 to the Directors of DLA, Defense Finance and Accounting Service (DFAS), and the Defense Information Systems Agency (DISA), requesting participation in the WAWF proof of concept with key commercial information technology service providers.  The functional proof of concept is scheduled for September through November 1998, with a lessons learned report and recommendations due to DEPSECDEF through the CIO and DRI offices.
2.18.13  DoD Business Opportunities

The DoD Business Opportunities Model refers to a system which will provide a single search mechanism for vendors to use in their review of DoD on-line solicitations.  The system is designed to link certain types of web-based systems together.  Each of the Services will be providing links through their own web based system which will be linked to DoD Business Opportunities.  At the present, the following systems have been identified with more being added as needed: DLA Procurement Gateway  (1) NAVY NECO, (2) ARMY Single Face to Industry, (3) Air Force Electronic Posting System, (4) DISA Business Opportunities site 

Phase I, the "Web Page with Links" has been completed. DoD business sites have been located and compiled and general consensus has been reached on business rules.  The Initial Operating Capability (IOC) for Phase II is scheduled for December 30, 1998. Phase II provides for a DoD-wide Search on such things as National Stock Numbers, Federal Supply Classes, Supply Industry Codes, Item Descriptions, and opening and closing dates. The search capability will be applicable to the following sites: DSC Philadelphia, DSC Richmond, DSC Columbus, NAVICP Mechanicsburg, NAVICP Philadelphia, FISC San Diego, TACOM, CECOM, Industrial Operations Command, Aviation and Missile Command.

2.18.14  Automated Business Services System (ABSS) Home Pages 

The Automated Business Services System (ABSS) is an AF standard system that is currently being deployed throughout the Air Force.  ABSS is an FM system that automates the creation of financial documents (e.g. Purchase Requests, MIPRs, MORDS, etc.) and electronically routes those documents through the approval process.  It provides electronic interfaces to the AF standard accounting systems, as well as the AF standard contracting systems, to cut down on the occurrence of data input errors.  The goal of ABSS is to eliminate unmatched disbursements and Negative Unliquidated Obligations (NULOs).  The ABSS Program is supported by the ABSS Program Management Office (PMO) which is located at Wright-Patterson AFB in Dayton, Ohio.
2.18.15  Navy/ Air Force Interface (NAFI)

Navy Air Force Interface (NAFI), 
 formerly the Joint Electronic Document Access (JEDA), provides multiple DoD communities on-line, World Wide Web access to documents used to support the procurement, contract administration, bill paying, and accounting processes.  NAFI is a web based application accessible via existing communications networks and personal computers currently in use today.  The current business environment relies upon hardcopy for the distribution, storage, and retrieval of contractual information.  NAFI replaces the paper process by providing a single, read-only "electronic file cabinet" that can be accessed by any authorized DoD user.  The Defense Finance and Accounting Service (DFAS), in partnership with the Defense Information Systems Agency (DISA), the Defense Automated Printing Service (DAPS), the Defense Contract Management Command (DCMC) and the military services, is working to implement and expand the use of Internet and World Wide Web technology to provide shared access to contract (and other) documents used by multiple DoD agencies. Now fully tested and accepted, NAFI offers on line storage and retrieval of post award contracts and modifications in a compressed text format.  The combined use of this format with Internet technology provides a mechanism to electronically store and retrieve large volumes of information across existing communication networks.  

3.  Who are the players?

3.1.  DoD Roles and Responsibilities

3.1.1. DOD Chief Information Officer (CIO)

The CIO is responsible for promoting vertical and horizontal integration of EC/EB across DOD.  The CIO works in coordination with the Chief Financial Officer (CFO), the Defense Acquisition Executive (DAE) and the OSD Principal Staff Assistants (PSAs),
 who are the functional area experts for implementation of EC/EB.  The specific roles and responsibilities of the DoD Chief Information Officer (CIO) are outlined in DODD 8190.2, June 23, 2000, which states the CIO shall: 

· Serve as the Department's primary Principal Staff Assistant (PSA) responsible for EB/EC Program overall policy direction, oversight, planning, development, architectures, security, technical integration and implementation of approved DoD-wide EB/EC initiatives across all organizational and functional boundaries and oversight.

· Prepare a DoD EB/EC Strategic Plan, with DoD Component input, that sets forth the DoD EB/EC vision, goals, objectives, and strategies.

· Oversee the development and updates of the DoD EB/EC Implementation Plan.

· Establish and provide direction and oversight to the JECPO that supports the JECP and common EB/EC elements employed by the DoD Components.   

· Ensure that the Director, Defense Logistics Agency (DLA) and the Director, Defense Information Systems Agency (DISA), provide program, budget, financial and administrative support for the JECPO.

· Ensure the development of overarching architectures for EB/EC and ensure that EB/EC architectures adhere to and are integrated with the overall DoD integrated information infrastructure.

· Oversee the development and maintenance of a cost effective, efficient, and integrated information infrastructure that will ensure security and interoperability of DoD EB/EC.

· Coordinate with other OSD PSAs to deconflict, integrate, and coordinate information technology requirements to optimize investments in infrastructure, functional EB/EC applications, and improved business processes.

· Structure and prioritize EB/EC initiatives to promote efficiencies and ensure interoperability in all functional areas throughout the Department of Defense.

· In coordination with other OSD PSAs, serve as the Department of Defense's principal point of contact with the private sector, contractors and Federal Government Agencies for DoD-wide EB/EC policy matters.

· Facilitate and support the DoD Components' efforts to implement EB/EC consistent with the Department's strategic goals and objectives.
3.1.2. DOD-Joint Electronic Commerce Program Office (JEPCO)

Section 850 of the 1997 Defense Authorization Act required establishment of an EC program office under USD (A&T).  In November 1997 a Defense Reform Initiative (DRI) announced the establishment of the Joint Electronic Commerce Program Office (JECPO) to accelerate the application of information technology to improve DOD acquisition processes supporting sustainment life-cycle practices.
  DODD 8190.2, 23 June 2000, assigns specific responsibilities to the JEPCO, stating it shall:

· Perform its mission under the direction and oversight of the DoD CIO.   Prepare periodic progress reports through the DoD CIO for Deputy Secretary of Defense review.

· Serve as the DoD Executive Agent to promote and coordinate implementation planning, implementation execution, and integration of common EB/EC services throughout the Department.

· In collaboration with the DoD Components, develop and maintain, with Component assistance, an overarching DoD JECP Implementation Plan and obtain DoD CIO approval of the plan.

· Apply, develop, implement, and maintain common EB/EC capabilities to meet requirements identified by functional users.

· Develop for DoD CIO approval an overarching EB/EC Architecture to include operational, system and technical views in accordance with the Command, Control, Communications, Computers, Intelligence, Surveillance and Reconnaissance (C4ISR) Framework.   The architecture views must reflect improved, reengineered and integrated business processes.

· Assist OSD PSAs and the DoD Components in the development of consistent and integrated EB/EC architectures (with operational, system and technical views) for their functional areas of responsibility to ensure business processes and transaction exchanges are consistently understood, accepted and implemented.

· Provide updates to the DoD Joint Technical Architecture for emerging Federal and commercial standards related to EB/EC.

· Identify and promulgate DoD EB/EC requirements to industry and standards developers.

· Assure consistent implementation in the JECP based on open standards for interoperability.

· Support, facilitate, and accelerate the application of EB/EC common data and consistent information into interoperable systems that support the Defense Components' EB/EC processing requirements

Some current JEPCO projects include; the Central Contractor Registration (CCR) System, the Past performance Automated Information System, Technical Data Package Material Information System, the electronic Smart card, DOD Business Opportunities Page, Electronic Document Access (EDA), Wide Area Workflow (WAWF), and DOD E-Mall.
3.1.3  DOD Participation Within the Federal EB/EC Arena

The tables that follow provide an overview of DOD participation in various inter agency initiatives and groups outside the Department.  For each group or initiative a brief description is provided of its function and the DOD participant or participating office is identified.

Group/Initiative
Description

CFO Council

Ref: http://gopher.financenet.gov/ financenet/fed/cfo/cfo.htm
CFO Council's mission is to influence the future of the federal government through ethical and effective leadership; serve as a catalyst for constructive change to ensure the integrity of financial information needed for decision making; and measure program and financial performance to achieve desirable results.

CIO Council

Ref: http://www.cio.gov/
Principal interagency forum to improve the design, modernization, use, sharing, and performance of IT resources.

Electronic Processes Initiatives Committee (EPIC)

Ref: http://policyworks.gov/org/main/me/epic/
A subcommittee of the President's Management Council (PMC), EPIC is comprised of representatives from OMB, DOD, Treasury, and GSA. The EPIC's purpose is to insure a consistent vision for improving electronic processes support in EB/EC.

Federal EC Program Office

Ref: http://www.ec.fed.gov/
Coordinates, monitors, and reports on the development of Electronic Commerce within the Federal Government.

Federal EDI Standards Management Coordinating Committee


Supports the goal of a single face for the Federal Government to its trading partners in the use of EDI.

Procurement Executives Council (formerly Federal Procurement Council) 
Principal forum for the exchange of information concerning procurement among Federal agencies.  Comparable to the CIO Council and CFO Council, the Procurement Executive Council membership is comprised of the senior acquisition official in the agencies.

Financial Implementation Team for Electronic Commerce (FITEC)

Ref: http://www.gsa.gov/fitec/index.htm
Goal: to increase the use of technology to streamline financial services.

Inter-Agency Acquisition Internet Council (IAIC)

Ref: http://www.arnet.gov/References/virtual_lib_5.html
The Interagency Council was established to seek and promote ways to optimize use of the Internet in streamlining the Federal acquisition process and increasing communications of Federal acquisition related information to private industry and Federal managers.

Inter-Agency Electronic Grants Committee (IAEGC)

Ref: http://www.financenet.gov/iaegc.htm
Coordinates, promotes and facilitates the effective use of EC throughout the federal grant community.

Smart Card Program Managers Users Group

Ref: http://policyworks.gov/org/main/mt/homepage/mtc/smartgov/ cards/managers.html
Informal group of Agency Smart Card Managers.

Federal PKI Steering Committee

Ref: http://gits-sec.treas.gov/ fpkiactionplan.htm
The FPKI Steering Committee comprises representatives from all Federal agencies either using or considering the use of public key technology in support of electronic transactions.  The FPKI SC is responsible for promoting the development and proper use of a FPKI that provides an appropriate level of assurance for electronic transactions. In particular, the SC will:

· Help Federal agencies properly consider public key technology for their applications; 

· Support use of public key technology where such use has merit;

· Promote interoperability and extensibility of applications that use public key technology; and

· Ensure information on these matters is properly disseminated so that Federal officials, and the decisions they make, are fully informed.

3.1.4.  DOD Participation in Industry Groups

The tables that follow provide an overview of DOD participation in various industry initiatives and groups outside the Department.  For each group or initiative a brief description is provided of its function and the DOD participant or participating office is identified.

Group/Initiative
Description

American National Standards Institute





Ref: http://web.ansi.org/default_js.htm
Administrator and coordinator of the United States private sector, voluntary standardization system.  Subcommittees for many technical areas. ANSI X12 Subcommittee is an important sub-element of this organization.

CommerceNet

Ref: http://www.commercenet.com/
Mission: to make electronic commerce easy, trusted, and ubiquitous. 

Health Industry Federal Advisory Council (HIFAC)



Ref: http://www.hifac.org/
Goal: improving communications and coordination between the Federal medical logistics community and civilian distributors, manufacturers, and service organizations.

Internet Engineering Task Force (IETF)

Ref: http://www.ietf.cnri.reston.va.us/ home.html
A community of network designers, operators, vendors, and researchers concerned with the evolution of the Internet architecture and the smooth operation of the Internet.

United Nations Rules for Electronic Data Interchange for Administration, Commerce and Transport (UN/EDIFACT)

Ref: http://www.unicc.org/unece/trade/
A set of internationally agreed standards, directories and guidelines for the electronic interchange.

World Wide Web Consortium (W3C)








Ref: http://www.w3.org/
Goal: lead the World Wide Web to its full potential by developing common protocols that promote its evolution and ensure its interoperability.

3.1.5.  Deputy Under Secretary of Defense for Acquisition Reform [DUSD (AR)] 

The Deputy Under Secretary of Defense for Acquisition Reform [DUSD (AR)] is the Principal Staff Assistant in the functional area of acquisition reform within Acquisition and Technology.  As such, the office is responsible for leading the Department of Defense’s (DOD) effort to streamline and reinvent defense acquisition processes and practices.  The Office of the Deputy Under Secretary of Defense for Acquisition Reform [ODUSD (AR)] originated the Electronic Commerce (EC) and Electronic Data Interchange (EDI) tenets in the Department and supports the Joint Electronic Commerce Program Office (JECPO).
3.2.  Air Force Roles and Responsibilities

3.2.1.  Office of the Air Force Chief Information Officer
The Office of the Air Force Chief Information Officer has the following EB/EC roles and responsibilities:

· Be the Air Force EB/EC champion.

· Be briefed on EC‑related issues routinely by the Director, GCSS‑AF.

· Oversee development of GCSS‑AF enterprise‑wide architecture and en​sure uniform implementation.

· Ensure coordination of functional area operational architectures by the GCSS‑AF lead agency for building knowledge to facilitate an integrated information infrastructure.

· Ensure functional area infrastructure requirements and information assur​ance issues are identified, resourced, and coordinated before beginning system development.

· Ensure adequate funding to support insertion of EB/EC into GCSS‑AF.

· Provide policy guidance, program advocacy, and oversight for the unclas​sified and classified GCSS‑AF infrastructure.

· Ensure current business processes are examined and reengineered, where applicable, before inserting new information technologies into business processes.

· Ensure business cases are completed, reviewed, and approved before making expenditures on EB/EC technologies.

· Ensure return on investment metrics are collected, analyzed, and reported by all functional areas to the Air Force CIO.

· Keep fully apprised on the following:

· DoD‑mandated EB/EC directives and projects

· Impact of DoD and JECPO mandates and projects.

· Draft DoD and JECPO‑related policy and architectural changes.

· Ensure Air Force EB/EC IT and security systems are in compliance with DoD and other government standards.

· Ensure Air Force EB/EC information technology and security systems are interoperable with other relevant information technology and national security systems of the Government and DoD.
3.2.2.  Global Combat Support System‑Air Force (GCSS‑AF) and EB/EC DIRECTOR

The GCSS‑AF Director has the following EB/EC roles and responsibilities:

· Facilitate BPR across functional domains.

· Manage GCSS‑AF integration and EB/EC requirements prioritization process.

· Control integration and allocation of funds for GCSS‑AF and EB/EC requirements.

· Integrate top‑down directives and functions as an advocate for coordina​tion among the various domains.

· Provide status briefings to the Air Force CIO on GCSS‑AF and EB/EC​ related issues and projects.

· Be the primary EB/EC Office in the Air Force responsible for keeping the Air Force CIO apprised of on‑going EB/EC activities, including paperless contracting and DRID #48‑related activities. Feedback from functional areas to the Air Force CIO/GRID on EB/EC related project activities will be institutionalized by this plan. Functional areas may, at times, be required to interface with the Office of the Secretary of Defense, JECPO, commercial sector, other Military Services, and Defense Agencies, but not as the Air Force spokesperson for EB/EC and only as the functional performing work related to their specific areas of responsibility.

· Coordinate external mandates (e.g., Management Reform Memorandums, DRIDs, and other directed tasks) related to GCSS‑AF or EB/EC.

· Coordinate internal Air Force EB/EC‑related actions.
· Resolve EC‑related issues raised by MAJCOMs, field operating agencies, direct reporting units, and the Air Staff.

· Advocate project funding (based on compelling business cases) to the Air Force CIO and JECPO.

· Update and maintain Air Force EB/EC strategic and implementation plans.

· Sponsor GCSS‑AF Requirements Board.
3.2.3.  Air Force Secretariat and Air Staff Functional Areas
All Secretariat and Air Staff functional areas have the following EB/EC roles and responsibilities:

· Reengineer inefficient and outdated business processes in accordance with the FY00‑FY05 Annual Planning Programming Guidance.

· Ensure development and maintenance of appropriate documentation establishing a requirement or authorization for projects.

· Develop functional area operational architecture drawings showing business processes (how and with whom they conduct business).  Provide cop​ies of the architecture to the GRID to help the staff updating in EB/EC plans and architectures.  Submit copies of GCSS‑AF and EB/EC POM requirements to the GCSS AF Directorate.
  Develop, maintain, and track performance metrics related to the use of EB/EC.
· Identify EB/EC and GCSS‑AF prototype projects for incorporation into the GCSS‑AF architecture and for funding consideration.

· Mentor prototype proposals by advocating funding for deserving requirements.

· Develop and forward "to be" operational architectures that incorporate EB/EC techniques and business process reengineering to the GCSS‑AF Director for review and coordination.

SAF/FM will be the baseline functional community for EC financial transactions in support of other functional areas and MAJCOMs.

SAF/GC will provide legal opinions and guidance on EB/EC‑related issues.

AF/SC (AFCIC) will:

· Review functional area operational architectures to ensure they comple​ment and comply with existing architecture policy guidance.

· Coordinate with the DoD C4ISR Architecture Working Group to ensure functional architectures comply with overall DoD architecture specifications.

· Provide PKI, digital signature, and encryption technology implementation guidance.

· Advise the GCSS‑AF Director on infrastructure‑related matters (e.g., capacity and capabilities, networking and routing, firewalls, security).

· Develop and coordinate information security policy recommendations.

· Participate in data quality and standardization initiatives.

· Advocate adequate communications infrastructure before functional sys​tem development and fielding.

AFCA will:

· Be the champion for EB/EC technical interface compliance to the Joint Technical Architecture (JTA), JTA‑AF, and the DoD EB/EC architecture.

· Be the point of contact for and maintain the Air Force EB/EC Web site.

· Support DoD EC Day by coordinating Air Force booth demonstrations and Air Force award nominations.

· Provide support and guidance related to EB/EC technical and EDI stan​dards support.

· Provide corporate awareness of EB/EC technical resources.

· Establish and maintain a repository of EB/EC information, frequently asked questions, activities, and initiatives.

· Provide information avenues related to the evaluation and analysis of the use of COTS and GOTS in support of EB/EC.

· Consolidate functional EB/EC metrics for the Air Force CIO as required.

· Support GRID by assessing EB/EC implementation progress.

AF/JA will actively support and participate in EB/EC policy development.

AF/IL will:

· Represent the GCSS‑AF Director on DRID #48‑related issues.

· Keep the GCSS‑AF Director apprised on status of E‑Mall and all DRID #48‑related issues.

AFMIA will provide, when part of the manpower determination process, guidance and assistance to the GCSS‑AF Director and all functional areas on performing business process reengineering.

AFIWC will provide security technologies (e.g., encryption) support to the GCSS‑AF Director.

ESC will:

· Develop a checklist for functional areas to use when developing EB/EC initiatives for submittal into the requirements process.

· Provide EB/EC Web development assistance to other Air Force customers.

· Provide EB/EC technical expertise for rapid prototype development and EDI‑related initiatives.

· Provide EDI mapping expertise for ANSI X12 prototype projects.

· Develop and maintain Air Force electronic gateway.

· Provide required technical support related to EB/EC.

Air Force MAJCOMs will:

· Identify, evaluate, and reengineer inefficient and outdated business processes.

· Prepare operational architecture drawings for review by GCSS‑AF PMO and incorporation into EB/EC architectures.

· Identify prototype projects for incorporation into the Air Force EB/EC architecture and for funding consideration.

The Air Education and Training Command (AETC) will assist the GCSS‑AF PMO and major command developers in identifying and analyzing EB/EC training require​ments and update existing courseware.
3.2.4.  Air Force Contracting- SAF/AQCI

For the Air Force, the Deputy Assistant Secretary (Contracting), Contracting Systems Division (SAF/AQCI), is responsible for implementation of electronic systems to generate, manipulate, access, exchange, and share acquisition-related information and data.  SAF/AQCI is responsible for implementing Air Force contracting business and EC plans, interfacing with other Services and JECPO for influences on Air Force EC solutions, and coordinating implementation of IT and EC solutions (e.g., SPS) across Air Force contracting organizations.
  The action plan for implementation of Paper Free Contracting within the Air Force is a collection of tasks to integrate EC into contracting business processes, including: (1) requirements (with funding) received by contracting electronically, (2) solicitation available electronically, (3) awards/modifications distributed electronically, (4) delivery receipts/acceptance distributed electronically, (5) invoices received electronically/payment made by government electronically, and (6) contracts closed out using an electronic process. 
4.  Contract Formation

4.1.  Electronic Signatures 

The federal procurement system currently requires signatures in a wide variety of contexts.  For example, handwritten signatures are currently used in executing the contract, accepting goods and services, certifying funds, contract approvals, etc.  As early as 1951 the GAO recognized that signatures do not have to be handwritten to be legally binding in the federal contracting context as long as the mechanism used meets all the requisite attributes of a handwritten signature: (1) it is unique, (2) capable of being verified, and (3) under the sole control of the signatory.
  The GAO specifically reiterated this view in the EDI context in 1991.
  Likewise, the FAR adopts this policy by defining “signature” as “the discrete, verifiable symbol of an individual which, when affixed to a writing with the knowledge and consent of the individual, indicates a present intention to authenticate the writing.  This includes electronic symbols.”
  The legality of electronic signatures within the Federal Government was codified in the Government Paperwork Elimination Act.
  Effective October 2000, this authority is also codified in the Electronic Signatures in Global and National Commerce Act [The Electronic Signatures Act].
  The Electronic Signatures Act states that: “…with respect to any transaction in or affecting interstate commerce – (1) a signature, contract, or other record  relating to such transaction may not be denied legal effect, validity, or enforceability solely because it is in electronic form; and (2) a contract relating to such transaction may not be denied legal effect, validity or enforceability solely because an electronic signature or electronic record was used in its formation.”  Thus, there is no legal impediment per se to using electronic signatures in lieu of the current handwritten ones on government contracts.  

Given the Electronic Signatures Act, the government would have to accept electronic signatures used by government contractors.  The Electronic Signatures Act defines an electronic signature as, “.. an electronic sound, symbol, or process, attached to or logically associated with a contract or other record and executed or adopted by a person with the intent to sign the record.”  This would seem to require the government to recognize any form of electronic signature submitted by a contractor on a contractual document.  There are several technological methods of creating an electronic signature.  However, Congress mandated that National Institute of Standards and Technology (NIST) establish minimum acceptable practices for the security and privacy of sensitive information in federal computer systems.
  Therefore, electronic signatures must conform to NIST standards.  These standards are being developed within the Public Key Infrastructure (PKI) initiative.
  Therefore, DOD has decided to implement a particular technical approach related to electronic signatures.  Can DOD impose this approach on government contractors doing business with DOD in light of the Electronic Signatures Act?  The Electronic Signatures Act allows government agencies, under their rulemaking authority, to interpret implementation of the Act as long as such interpretation is consistent with the Act.
  By negative inference, the Act states that the Federal Government may impose a specific “…technology or technical specification for performing the functions creating, storing, generating, receiving, communicating………electronic signatures”.
  Presumably this would allow DOD to specify compliance with PKI standards to do business with DOD.  However, no such regulations currently exist.  Therefore, until such regulations are promulgated, DOD would presumably be required to accept electronic signatures in whatever form submitted.
4.1.1. What is a Digital or Electronic Signature?

Although there are several ways an electronic signature can be accomplished, DoD has determined it will use a “digital signature”.  A digital signature is not the digitized image of a signature captured on a handheld terminal, like those currently used in commercial retail stores.  Rather, a digital signature involves the calculation of a particular number using a standard formula.  That formula involves the use of complex mathematical algorithms to encrypt and decrypt text and data.  Encryption was chosen as an element of signature technology not for its ability to make a document unreadable, but rather because it is a process that is virtually impossible for an unauthorized person to mimic.  Encryption uses very special numbers called keys that are fairly simple to generate and also to safeguard.  The algorithm is chosen to make it easy to calculate in one direction, and all but impossible in the other.  Even if both the original plain text and the so-called encrypted cyphertext are available side by side, there is no way to determine the value of the key.  Therefore it is virtually impossible to replicate or forge digital signatures based on encryption algorithms.  The PKI system supports five crucial attributes:

· User Identity. Identifies and authenticates the user.

· Access Control.  Identifies and authenticates the user for purposes of gaining remote access to electronic media by use of digital keys issued by a third party.

· Information Confidentiality. Ensures the intended recipient has access to the information through encryption. 

· Information Integrity. Proves that the transmitted information is unchanged by the use of an “electronic footprint”.

· Non-repudiation.  Satisfies legal requirements for authentication by use of digital signature technologies.

4.1.2. How does a digital signature  work?

Certificates  Users will be issued a protected record called a certificate.  It is maintained on a certificate server, access to which is very closely guarded both physically and electrically to ensure the integrity of all records.  DOD PKI employs a centralized certificate management and decentralized registration.  These certificates will be issued by Local Registration Authorities (LRAs).  The requirements and associated tools are defined in US DOD X.509 Certificate Policy.  The certificate will provide an individual with a private and a public key.  The keys will be used to encrypt the text.

Encryption  Encryption uses special numbers called keys to convert the plain text to cyphertext.  A hash is the result of a mathematical process which produces a unique abbreviation of the original product.  Encryption fixes length hash using a private key. The result is the digital signature. Generally speaking there are two major classes of encryption systems which differ according to the number of keys they use. 

· Symmetric Cryptosystems.  Classic encryption, the only type used until the early 1980s, uses a one key for both encryption and decryption.  Such cryptosystems are said to be symmetric because encryption and decryption are inverse operations using the same key. 

· Asymmetric Cryptosystems. Asymmetric cryptosystems use one key to encrypt and a separate key to decrypt.  By analogy, imagine a safety deposit box with a pair of different keys: a secret “private” key to lock the box and a very different “public” key to unlock it.  If someone can unlock such a safety deposit box with the public key, they know it could only have been locked by someone with its corresponding private key.  The same is true of the private encryption and public decryption keys in an asymmetric cryptosystem.  If applying the public decryption key to cyphertext yields recognizable plain text, then you can be certain that only someone with the private key encrypted it in the first place.  This process is much more practical to apply to a large complex system of users.

As a result, the DOD PKI will employ an asymmetric cryptosystem using both private and public keys.  Key management in a symmetric key cryptosystem is extremely simple.  All parties with the key are required to protect it from unauthorized use.  Unfortunately such a management system becomes very cumbersome and unwieldy when thousands of keys are involved.  A public key cryptosystem, on the other hand, requires only the originator’s private encryption key to be safeguarded.  The corresponding public key is made freely available for access by anyone wishing to validate a document and/or authenticate a signature.   

Key Management  A private key is unique to the individual user and the public key may be accessed by any authorized person in DOD.  The certificate with its private key will be physically entered electronically on a token which may be a smart card, floppy disk, etc.  It will be the individual’s responsibility to protect the integrity of the private key.  The public key will be maintained at DOD level on a master list, so that any authorized user in DOD may access it.  The public key may include several types of information besides the individual’s name.
  

Levels of Assurance  Current and evolving government and industry PKI models have four levels of assurance for protection of unclassified /sensitive information and at least one additional level of assurance for protection of classified information.  Each level has its own set of requirements for technical implementation and process control, which become more rigorous as the levels increase.

The Department of Commerce’s National Bureau of Standards and Technology (NIST) is tasked with developing standards, guidelines, methods, and techniques for all Federal Computer Systems.
  The Secretary of Commerce has published a series of Federal Information Processing Standards (FIPS) whose use is mandatory only in Federal data processing applications but, while not required, have been widely adopted for use in the commercial sector. Digital Signature Standard (DSS), FIPS 186-1 was published in 1994 and uses a public key encryption scheme based on a finite logarithms algorithm.  It was revised in 1995 to demonstrate its use with the Secure Hashing Algorithm.  On February 15, 2000, the Secretary of Commerce announced approval of FIPS 186-2, which expands FIPS 186-1 by specifying an additional voluntary industry standard for generating and verifying digital signatures.

The Air Force EB/EC Strategic Plan calls for all Air Force internal web servers to have secured encryption by June 2000 and all web sites to perform access control by public key authentication by October 2001.

4.1.3  Automated Business Services System (ABSS) Electronic Signatures Interim Policy
As the deployment of ABSS progresses, many field activities raised valid concerns about the acceptability of the electronic signature process currently used by ABSS.  ABSS electronically routes commitment documents to the Financial Services Office (FSO) and, if applicable, to Air Force Contracting and Defense Finance & Accounting Service (DFAS) Operating Locations.  In lieu of handwritten coordination signatures, the ABSS uses a “//signed//” convention.  This convention adds an electronic bitmap facsimile signature to the document in place of handwritten signatures.  Concern was expressed about the proprietary of accepting this type of electronic signature.  As a result, an 8 March 1999 memo was issued to assure both the comptroller and the contracting communities that the methodology being used by ABSS, with a slight process modification, was acceptable as an interim solution and supported by published guidance.
  Therefore, FSOs are authorized to use the bitmap facsimile signature to certify funds availability.  Contracting offices are also authorized to accept documents containing these certifications.  However, until such time as a DoD public key infrastructure capability is in place, permitting the use of key-pair digital signatures, all FSO certifying officials will print, sign, and file a copy of all commitment documents forwarded to the contracting office.  The use of the interim process, requiring maintenance of a signed paper copy of commitment documents, meets the requirements of the Federal Acquisition Regulation (FAR) and DFAS regulations.  In accordance with DFAS-DE Regulation 7000.5 "Accounting for Commitments.”  ABSS software has lockout procedures that prevent unauthorized individuals from certifying funds availability. FAR 4.502 requires an assessment that the electronic data interchange system used is sufficient to ensure authentication and confidentiality commensurate with the risk of harm from loss, misuse or unauthorized access.  Under the interim process, it has been determined that ABSS lockout procedures ensure authentication and confidentiality commensurate with risks.  By printing a paper copy of the document and filing it for future comparison, should that become necessary, the interim process provides sufficient safeguards to permit use of the bitmap facsimile signature.  Additionally, the interim process also meets the requirements of FAR 32.703-2.  This provision requires "written assurance from responsible authority that adequate funds are available."  The electronically transmitted document., coupled with the printed and signed paper file copy, constitutes sufficient assurance that funds are available.
4.2.  Requirement for Written Agreement

31 U.S.C. 1501 establishes criteria for recording obligations against the government.  The statute provides “An amount shall be recorded as an obligation of the United States Government only when supported by documentary evidence of … a binding agreement between an agency and another person… that is in writing.”  Thus, 31 U.S.C. 1501 requires government contracts be reduced to “writing” and is sometimes referred to as the Federal Statute of Frauds.  However, the GAO has held the purpose of this statute is not to “restrict agencies to paper and ink in the formation of contracts” but that “executive agencies might avoid spending restrictions by asserting oral contracts.”
  Likewise, the GAO has held that the requirement for a written document is broad enough to encompass electronic formats.
  This view was codified by the Electronic Signatures Act which requires that a contract “..may not be denied legal effect, validity, or enforceability solely because an …..electronic record was used in its formation” or because it is in electronic form.

Likewise, the FAR definition of “writing” was recently modified to mean “any worded or numbered expression which can be read, reproduced, and later communicated, and includes electronically transmitted and stored information.”
 In addition, FAR 4.502 states that “..The use of terms commonly associated with paper transactions (e.g., "copy," "document," "page," "printed," "sealed envelope," and "stamped") shall not be interpreted to restrict the use of electronic commerce.  Contracting officers may supplement electronic transactions by using other media to meet the requirements of any contract action governed by the FAR (e.g., transmit hard copy of drawings).”  Therefore, the FAR equates electronic formats with paper methods.  However, the phrase “worded or numbered” used in the definition of “writing” is meant to eliminate audio or visual recordings.  Also, the definition also does not apply to fax transmissions, which are not treated as electronic interchanges in the FAR because they are not strictly confined to a machine.  Fax transmissions require human involvement in the exchange of information that introduces some uncertainty into the process.  Therefore, if a fax is to be used, special restrictions are involved.

4.3.  Negotiated Procurements

4.3.1.  Format of Solicitation

The revised FAR Part 15 generally adopts electronic exchanges as a normal business activity.  Electronic notices may be used to publicize the government’s requirements or to solicit information from industry.
  Electronic Commerce may be used to issue RFPs and to receive proposals, modifications and revisions.
  If EC is used, the RFP must specify the EC method(s) the offerors may use.
  If the offeror’s electronic submission is received garbled in transmission, the contracting officer may accept a retransmission of the garbled information.
  If Electronic Commerce is used in a solicitation, availability of the RFP may be exclusively limited to electronic medium.
  Such a restriction is not an impermissible restriction on full and open competition.
  In NuWestern USA Constructors, lnc.,
 the Army Corps of Engineers issued a request for proposals (RFP) for the design and construction of a warehouse. It issued the solicitation exclusively in a CD‑ROM format.  The Commerce Business Daily (CBD) synopsis stated that the Corps of Engineers would issue the solicitation in electronic format only.  The Corps of Engineers planned to issue any amendments on floppy disks, CDs, or the Internet.  The synopsis also advised potential offerors to check the Corps of Engineers’' Internet address daily for changes.  Finally, the solicitation required offerors to submit their proposals in hard copy format.  NuWestern protested, arguing that the use of the electronic format limits competition.  According to NuWestem, only firms that possess the technology required to print the plans and specifications from the CD‑ROM or that have the financial resources to pay a third party for the printing can compete.  NuWestern further alleged that by failing to provide complete paper copies, the Corps shifted the responsibility for the completeness and accuracy of the solicitation from the government to potential offerors.  Despite NuWestern’s arguments, the General Accounting Office (GAO) found that the financial burden of paying to have hard copies printed was no greater than the reasonable fee the law permits an agency to charge for solicitation documents under more traditional procedures.
  The GAO also noted that the agency's responsibility for providing complete and accurate solicitations was the same, regardless of the format.  The GAO also highlighted recent legislative initiatives that signaled Congressional intent to use electronic acquisition methods and GAO precedent which support the principle that the use of electronic commerce does not conflict with full open competition.
 

4.3.2  Late Submissions, Modifications, or Revisions of Proposals

The same general rules apply to electronically submitted proposals, modifications and revisions i.e., offerors are responsible for submitting proposals, and any revisions, and modifications, so that they reach the Government office designated in the solicitation by the time specified in the solicitation but will not be held responsible for delays caused by the Government.
  In Performance Construction, Inc.,
 solicitation materials were available only on the Internet, and the solicitation was amended several times.  The protestor was late delivering its proposal and claimed the delay was caused by the unavailability of the agency's website on the date set for receipt of proposals and by the agency's refusal to delay the proposal closing date.  The GAO held there was no evidence that the website was not available on the date in question and that the paramount cause of the delay was protester's failure to make reasonable efforts to promptly obtain the solicitation materials.  Thus, the protestor has the burden to show the delay was caused by the Government.
4.3.3  Electronic Source Selection Tools
Electronic source selection tools exist to organize and document the source selection process.  The two dominant tools are EZsource, developed at ASC,
 and ESS developed at SMC.
  Both these tools facilitate the creation, organization, and communication of sensitive, unclassified, competitive source selection documentation, including, the analysis worksheets, evaluation notices, subfactor summaries, and offeror responses.  These programs incorporate built-in links to the program’s Request for Proposal (RFP) and to the offerors’ proposal document(s), providing the user with quick and easy access to all source selection data.  Users can easily analyze and evaluate the data, enabling the team to complete the source selection task more effectively and efficiently, while simultaneously reducing the amount of time that they spend accomplishing this task.  Another advantage to this tool is that includes a function that generates an evaluation briefing with the "touch of a button". Using a standard format, it builds a Microsoft PowerPoint presentation from the data that resides within the application.
4.3.4  Reverse Auctions

Internet based auctions have become increasingly popular in recent years.  These auctions typically consist of an online service posting an item or service on the website and multiple potential buyers bid for the item or service.  Thus, like a typical auction, the seller offers an item or service for sale and the price is driven by the bids of multiple buyers.  Recently, internet based “reverse auctions” have also gained in popularity.  Unlike a typical auction, the buyer in a “reverse auction” offers to purchase an item or service and multiple sellers bid to sell their goods and services.  During the auction, at a pre-designated time, all potential bidders submit their prices.  At that time all bidders can see every other bid received.  The identity of the individual bidders is masked, but the price is disclosed to every other participating bidder.  The bidders are then given an opportunity to revise their bids in response to the competition.  These iterative bids continue until final bids are established.  Then the winner of the competition is announced.  The auction is usually conducted by an electronic auction service who charges a fee or more often a percentage of the auction price.

If properly structured, reverse auctions comply with all procurement statutes and regulations.  Several federal agencies, including the Air Force, have experimented with using reverse auctioning techniques. Such techniques are suited for purchases where the requirement is well defined, such as commercial items and commodity purchases, and the quantities to be purchased justify the cost use of the electronic process.  Also, this tool obviously does not lend itself to non-competitive situations.  Likewise, it does not necessarily follow that award follows immediately after the completion of the auction.  Although generally described as a Lowest Price/Technically acceptable procedure, this technique can be used as a pricing tool within al best value procurement, where award is only made after considering all other relevant factors such as past performance, technical capability, etc.  

Are auction techniques permissible?

Within certain limitations, auctioning techniques are permissible using negotiated procurement procedures under FAR Part 15.  The FAR Part 15 re-write eliminated the prior prohibition against auction techniques.  In fact, the new FAR language encourages the government to “bargain” with the offerors to obtain the best value.  FAR 15. 306 (e)(3), specifically allows the government to: (1) inform an offeror that its price is too high or too low, (2) reveal the results of the analysis supporting the conclusion that the price is too high or too low, and (3) indicate to all offerors the cost or price that the government price analysis, market research, or other reviews have found reasonable.  However, FAR 15.306 (e)(3) prohibits government personnel from revealing an offeror’s price without that offeror’s permission.  Therefore, FAR part 15 allows the government to disclose an offeror’s price to another offeror during the source selection if that offeror consents to such disclosure.  The Court of Federal Claims endorsed this position in dicta and post FAR Part 15 re-write GAO precedent implies the practice is permissible as well.
  Reverse auctions require the offerors to consent to such disclosure as a condition of participating in the competition.  However, the offeror’s names are not disclosed; passwords or other designations are used to mask the identities of the specific offerors.

Given each offeror’s consent, disclosing an offeror’s price to the other offerors does not violate procurement integrity rules against disclosing source selection information.  FAR 3.104-5 prohibits the disclosure of “ bid or proposal information or source selection information to any person other than the person authorized, in accordance with agency regulations or procedures…”.
  Given the fact FAR 15.306 (e)(3) authorizes disclosure with the offeror’s permission, disclosure of an offeror’s price during reverse auction would not appear to violate procurement integrity rules.  Whether or not requiring consent as a condition to participate in the acquisition suffices to constitute voluntary consent remains to be seen.  In addition, there may be an argument in some cases that prices are proprietary information which may not be disclosed under the Trade Secrets Act, 18 USC 1905.  To the extent the reverse auctioning only requests total contract prices not line item prices, as is the usual practice, it would not fall under the coverage of 18 USC 1905.

What about apparent mistakes and/or late offers?  Common practice is for the contracting officer to call all participants to verify the last bid submitted and to ascertain that the offeror has not lost electronic connection to the auction.

Does the use of reverse auction techniques constitute discussions in a best value competition?  Perhaps a better question would be –can the reverse auctioning pricing technique be used in isolation without triggering the necessity of conducting discussions on other areas of the proposals with all offerors?  Discussions are exchanges taken after establishment of the competitive range with the intent to allow the offeror to revise its proposal.
  A reverse auction assumes the offerors will revise their proposals.  Consequently they would presumably be considered discussions and thus require that the government disclose all significant weaknesses, deficiencies, and other aspects of the proposal to the offeror
 and must be conducted with each offeror within the competitive range.
  Thus, reverse auctioning would seem to imply discussions, that would necessitate the need to discuss other areas of the proposals.

Some have argued that sealed bidding procedures may be very liberally construed to allow reverse auctioning techniques.
  FAR Part 14 sealed bidding procedures have been modified to accommodate electronic bids.  However, sealed bidding procedures assume the bidders will only submit one price and will only be allowed to modify their bids under very strict and limited circumstances.  Such procedures were never designed to accommodate iterative rounds of bids.  As a result, why would anyone try to use sealed bidding procedures when negotiated procedures are available?  Negotiated procedures allow enough flexibility to be used that are very similar to sealed bidding procedures but allow iterative price changes.
4.4.  Sealed Bids

4.4.1.  Electronic Bids

FAR Part 14 authorizes the use of electronic commerce for submission of bids.
  If electronic bids are authorized, the solicitation shall specify the electronic commerce method(s) that bidders may use.
  Note, facsimile bids are also authorized but the FAR does not defined them as electronic bids.
  The GOA held that a faxed or photocopied signature on a bid bond rendered the bid bond defective and thus non-responsive.

4.4.2.  Solicitation Mailing lists

The FAR requires establishment of solicitation mailing lists to “assure adequate sources of supplies and services.”
 However, this rule need not be followed, among other reasons, when “electronic commerce methods are used which transmit solicitations or presolicitation notices automatically to all interested sources participating in the electronic contracting with the purchasing activity.”

4.4.3.  Cancellation of Bids before Opening

When an IFB issued electronically is cancelled, a general notice of cancellation must be posted electronically, the bids must not be viewed, and the bids must be purged from primary and backup data storage systems.
 

4.4.4.  Submission of Bids

An electronic bid, like any other type of bid, must comply in all material respects with the IFB to be considered responsive.  Further, electronic bids may not be considered for award if the electronic commerce method used was not specifically stipulated or permitted by the solicitation.

4.4.5.  Late Bids, Late Modifications of Bids, or Late Withdrawal of Bids

Electronic bids, like other type of bids, received in the office specified in the IFB after the exact time set for opening are “late bids” and cannot be considered for award.  An exception is if the bid was transmitted through an electronic commerce method authorized by the solicitation and was received at the initial point of entry to the government infrastructure not later than 5:00 p.m. one working day prior to the date specified for receipt of bids.

4.4.6.  Apparent Clerical Mistakes

Correction of bids submitted by electronic data interchange shall be effected by including in the electronic solicitation file the original bid, the verification request, and the bid verification.

4.4.7.  Receipt, Safeguarding, and Mishandling of Bids

All bids, including modifications to bids, received before the time set for bid opening must be kept secure.  Electronic bids must be secured in a restricted-access electronic bid box.
 The GAO will apply the same rule to mishandled or lost electronic bids or quotes as applied to paper bids or quotes.  In American Material handling, Inc. the Air Force issued an RFQ through FACNET.
 The Air Force’s computer system malfunctioned and was unable to receive any quotes.  As a result, the Air Force reissued the RFQ with a note informing all contractors of the problem.  Unfortunately, only the RFQ, not the note was transmitted.  As a result, the protestor, who submitted a quote to the first request, did not submit a second quote because it saw the RFQ but not the note.  The GAO applied its general rule that “even with appropriate procedures in place, an agency may lose or misplace a bid or quotation, and the occasional loss of a bid or quotation, even if through negligence of the agency-generally does not entitle the bidder or vendor to relief.”
 There is an exception to this general rule when the loss or negligence is not an isolated incident, but is part of a systematic failure on behalf of the agency such that the procedures in place to receive and safeguard quotes or bids cannot be considered reasonable.

4.4.8.  Receipt of an Unreadable Electronic Bid

If a bid received at the government facility by electronic interchange is unreadable to the degree that conformance to the essential requirements of the IFB cannot be ascertained, the contracting officer immediately shall notify the bidder that the bid will be rejected unless the bidder provides clear and convincing evidence of:

· the content of the bid as originally submitted, and 

· that the unreadable condition of the bid was caused by the government software or hardware error, malfunction, or other government mishandling.
 

5.  Award

Award may be made by electronic notice if done so within the time specified in the bid, or an extension, meeting all other requirements of FAR Part 14 for award.
  Likewise, notification to the unsuccessful bidders may also be made electronically.
 

6.  Protest/Claims

In Speedy Food Service, Inc,
 the protester learned from the GAO homepage that its protest was denied.  The opinion discloses that, after reading the decision on the Internet, the protester immediately contacted the GAO to voice its concern that the information covered by the protest's protective order may have been inappropriately released.  Some six days later, the protester received a copy of the decision by mail.  The protester then filed for reconsideration approximately one week later, but more than ten days after its initial call to the GAO.  Although not constructive notice, the facts clearly demonstrated that the protester gained actual knowledge of the protest decision from the GAO home page, the reconsideration request was dismissed as untimely.

Section 1008 of the FY 2001 National Defense Authorization Act
 requires that any claim submitted pursuant to a DoD contract that was awarded under a solictiation issued after 30 June 2001, must be filed electronically.

7.  Records Retention

7.1.  Establishment, Maintenance and Disposal of Government Contract Files 

Conversion to implementation of electronic contract files is part of an overall project to convert all of DOD’s business processes to electronic media. There is no legal impediment, per se, to immediately transitioning to an electronic contract filing system.  The legal infrastructure already exists to facilitate this transition; current legislation and regulatory guidance recognizes and even mandates conversion to electronic processes.
  For example, a group of statutes set policy and mandate establishment of agency programs for the management of Federal records under the Defense Information Management  (IM) Program.  The Federal Records Disposal Act 
, which governs maintenance and disposal of federal records, defines a federal record to include electronic media. 
  The Government Paperwork Elimination Act recognizes the legality of electronic files.
  The Paperwork Reduction Act 
 recognizes information as a resource and directs agencies to establish specific programs for the management of information including electronic records.  Furthermore, these statutes are implemented within DOD as part of the DOD Information Management Program.
  Likewise, the DOD Information management Program is implemented within the Air Force by several Air Force Instructions, while somewhat dated and currently in the process of being updated, already recognize conversion to an electronic environment.
  

In addition, the FAR has been modified to permit the creation and storage of electronic contract files. Contract files may be electronically stored as long as they meet the requirements of FAR Subpart 4.8.
  FAR 4.805 specifies requirements for the storage, handling, and disposal of contract files, which include “…documents held in other than paper format, such as microfilm and various electronic media.”
 Contract files may be retained in any medium, or combination of media, including electronic media, as long as they otherwise meet the requirements of FAR Subpart 4.8.
  FAR 4.805 addresses the storage, handling and disposal of contract files.  The retention period for specific category of files is specified in a matrix published in FAR 4.805.  The original medium of the document may be changed during the retention period as long as it meets the requirements of FAR Part 4, law and other regulations.  The process used to create and store records must record and reproduce the original document, including signatures and other graphic images accurately and clearly.  Thus, existing paper files may be transferred to electronic media if they can be scanned at a later date and accurately capture all the original characters on the original document, including handwritten signatures and notations.  Data transfer storage and retrieval procedures must protect the original data from alteration.  Unless law or other regulations require the signed originals to be kept, they may be destroyed after record copies on alternate media and copies from the record are verified to be accurate, complete and clear representations of the original.
  Obviously, files that are related to protests, disputes or on-going investigations may not be destroyed or altered.

Although there is no legal impediment to immediately implementing an electronic contract filing system, there are a multitude of practical and business impediments to such a conversion.  For example, current infrastructure does not support an electronic filing and storage system.  Questions exist such as; how will such a system be funded and what technology will be used?  As a result, DOD and the Air Force have not yet implemented a conversion to totally electronic contract files.  Conversion must occur within the standardized DOD program.  Pursuant to DODD 8001.1 the Assistant Secretary of Defense for Command Control, Communications and Intelligence (ASD C3I) is responsible for implementing the DOD Information Management Program.  As part of the IM Program, ASD C3I mandated implementation of Electronic Records Management System (ERMS) within DOD by 2003.  The Air Force Information management program is implemented by several Air Force offices: SAF/AQK is responsible for developing the AF IRM Strategic plan and helping HQ USAF and MAJCOMs implement IRM strategic planning; SAF/AA prescribes Air Force policy for life cycle management of information resources in the 37 series of publications; HQ USAF/SC prescribes Air Force policy and standards for command, control, communications, and computers (C4) systems in the 33 series of publications; and in March 1998 the Air Force Communications Agency (AFCA) was designated the lead command for the Air Force Electronic Records Management Initiatives.
ERMS is currently being implemented within AFMC by HQ AFMC/SC.  The vehicle for implementing EMRS within AFMC is the Lifecycle of Information Software Solutions (LISS).
  LISS describes three commercial off-the-shelf software applications: workflow, document management, and records management applications.  LISS applications will provide the capability for business areas to automate business processes, which will result in automated business practices (ABP).  ABP includes the ability to process work electronically and provide for viewing work in progress, tracking suspenses, the capability to collect process-related metrics, and generate reports.

On 9 March 2000, AFMC/SC issued a Policy Memo, AFMC policy on Purchasing Lifecycle if information Software Solution (LISS) Components, which freezes new acquisitions of products to implement LISS.  The Memo does not apply to purchases under existing contracts and provide for waiver based upon unique mission requirements.
  This moratorium was designed to provide time to standardize purchase for LISS.  There is rapid movement toward standard implementation.  On 17 December 1999 the Configuration Control Board for the Joint Technical Architecture-Air Force convened and approved a standard electronic records management software for the Air Force.
  In addition, in early 2000 an AF electronic records pilot project was begun at Warner Robins, that is currently scanning in all paper contract records and creating electronic files.
Recently, inherent technical problems have also created barriers to implementing a cost effective electronic records system.  For example, current electronic media has a limited life of approximately 5 years. For example we have more data on the first census ever taken in 1790 than we do the 1960 census which was stored on magnetic tape which has deteriorated over time.  Any electronic storage system must factor this limitation into account when creating an electronic filing system.  Under this current limitation many records will require periodic conversion to prolong their data retention.  This is currently an expensive undertaking.  This problem also creates a PKI interface problem.  As a security measure, the digital signature under the current PKI software will become corrupted if it is transferred to a different storage media.  Given the deterioration problem this creates a problem for long term storage.  Another practical problem exists with the compatibility of the software used to store the data.  Typically within the software industry, software compatibility will not last past three major revisions to the software.  Given the industry lifecycle is approximately 18 months currently stored software will lose its compatibility in a relatively short period of time.
7.2.  Contractor Records

The Electronic Signatures Act prevents the Federal Government from denying the legal validity of electronic documents.
  However, under its rulemaking authority, the Federal government may impose restrictions on the technological method in which those records are stored and communicated.
  Regulations are already in place authorizing the retention of electronic records.  The standard Audit and Records clause of a contract required in advertised and negotiated procurements require contractors to retain records for review by the government.
  These FAR clauses require the contractor to “make available records, that include books, accounting procedures and practices, and other data, regardless of type and whether such items are in written form, in the form of computer data, or in any other form, and other supporting evidence to satisfy contract negotiations, administration and audit requirements of the contracting agencies and the Comptroller General.”
  FAR 4.7 provides policies and procedures to assist contractors in meeting these contractual requirements. Contractor records must be maintained for various periods of time after final payment, depending upon the nature of the records.
  Original contractor records may be duplicated or stored in electronic form, unless they contain significant information not shown on the record copy.  In addition, original records need not be maintained or produced in an audit if the contractor or subcontractor provides photographic or electronic images of the original records and meets the following requirements:

· The contractor or subcontractor has established procedures to ensure that the imaging process preserves accurate images of the original records, including signatures and other written or graphic images, and that the imaging process is reliable and secure so as to maintain the integrity of the records,

· The contractor or subcontractor maintains an effective indexing system to permit timely and convenient access to the imaging records, and

· The contractor or subcontractor retains the original records for a minimum of one year after imaging to permit period validation of the imaging systems.

If the contractor’s data is maintained on a computer, the data must be retained on a reliable medium for the prescribed time periods and may be transferred from one computer medium to another.  If the data is transferred to another computer medium, the computer data retention and transfer procedures must maintain the integrity, reliability and security of the original computer data, the contractor must maintain an audit trail of the transfers and must not destroy, discard, delete, or write over any of the stored data.

7.3. Freedom of Information Act (FOIA) requests

The Freedom of Information Act (FOIA) was specifically amended in 1996 to address electronic media.  These amendments are collectively known as the Freedom of Information Act Amendments of 1996.
  The FOIA defines “record” to include any information that would be an agency record subject to the Act if maintained by the agency in any format, including electronic format.
 Thus, “records” under FOIA specifically includes electronically stored information, which includes computer database records.
 The format in which the record is maintained is not relevant.  Computer tapes, computer disks, CD-ROMs, and all other digital or electronic media are “records” under FOIA.  The primary focus should be whether the information in question is subject to disclosure or is exempt, rather than the form or format in which the information is stored.
  In addition, an agency is required to provide requested information in the form requested, including an electronic form, if the agency can readily reproduce the information in that form.
 This specifically overrules Dismukes v Department of the Interior,
 which held that an agency “has no obligation under the FOIA to accommodate plaintiff’s preference [but] need, only provide responsive, nonexempt information in a reasonably accessible form.” 

The Act also requires an agency to make a reasonable search of the electronic records, except when such a search would “significantly interfere” with the agency’s automated information system.
 The term “search” means either a manual or automated review of agency records for the purpose of locating records responsive to the request.
  Under FOIA an agency need not create a record that does not already exist to be responsive to a request.  However, records that are maintained in a database rather than a file cabinet may require application of codes or some other form of programming to retrieve the information.  The legislative history of the amendments makes clear such a manipulation of computerized information would not amount to creation of a record but rather would be a search under the Act.

7.4.  E-Mail as a Government Record

Increasingly, official government business depends upon the use of e-mail transmissions.  As a result, e-mail transmissions may be classified as federal “records” under the Federal Records Act, if used in transacting official business.  If so, Federal agencies are required to manage, retain, and dispose of these e-mail transmissions just like other federal record.
  Fortunately, not all e-mails are “records”.  The AFMC supplement to AFI 333-119 distinguishes between “formal” and “informal” e-mails.  Only “formal” e-mail must be treated as an official record.  “Formal” e-mails are “official taskings, program-specific information, etc., which apply to performance of official and authorized official duties”.  In contrast, “informal” e-mail is considered general to the workforce, not related to the duties of the workforce.
  If an “official” e-mail, storage of e-mails must include all relevant data, including, the message itself, attachments, and the transmission data (e.g. originator, recipient, addresses, dates, and times), 
 as well as, receipts and acknowledgements that show delivery and disposition status (e.g. delivery, opened, replied, deleted).
  When an e-mail is stored in a record keeping system, the e-mail may be deleted from the e-mail system.
  Storage may include a paper copy of the e-mail as long a s it includes all required information.

8.  Requirement to Publicize Contract Actions

Contracting Officers are required to publish a public notice (synopsis) of proposed contracting actions over $25,000 in the Commerce Business Daily (CBD).  FAR 5.207(a) requires the contracting officer to transmit synopses of actions to the CBD by the most expeditious and reliable means available, including electronic transmission in ASCII code.
  Although the FAR creates a preference for electronic transmission of the synopsis to the CBD
, the Court of Federal Claims held the electronic version of the CBD did not satisfy the statutory notice requirements for acquisitions above the simplified acquisition threshold.
  Congress reversed this decision by amending the Office of Federal Procurement Policy Act to permit publication of solicitation notices by electronic means.
  Such notices must be in a form that allows convenient and universal access and be accessible through the single government wide point of entry designated in the FAR.  If the contract action is expected to exceed $10,000, but not $25,000, the contracting officer must display the notice in a “public place” which may include an “electronic bulletin board or other appropriate electronic means.
 

Although certain contract actions using FACNET are exempt from CBD notices and response time requirements, this does not mean that public notice and opportunity to respond are not required where FACNET is used; instead it means that when an acquisition is conducted via FACNET , public notice may be furnished via FACNET rather than via CBD.
 

8.1.  Publicizing the Solicitation

CBD notices, except acquisitions of commercial items,
 must be published 15 days prior to issuance of a solicitation.
 

8.2.  Response time 

Generally, except for FAR Part 12 procurements, an agency must wait 30 days for receipt of proposals or bids
 and 45 days in the case of Research and Development Contracts that exceed the simplified acquisition threshold.
  However, in the case of contract actions, including actions via FACNET, that exceeds $25,000, but not the simplified acquisition threshold, or contract actions for the acquisition of commercial items,
 the agency may set a “response time that will allow offerors a reasonable opportunity to respond.”
  However, even the use of simplified acquisition procedures and FACNET does not mean that public notice and a reasonable opportunity to respond are not required.
  FAR 5.203 (g) states “contracting officers may, unless they have evidence to the contrary, presume that notice has been published ten days (six days if electronically transmitted) following transmittal of the synopsis to the CBD.”

9.  Simplified Acquisitions

9.1.  Policy

Agencies are required to use simplified acquisition procedures to the maximum extent practicable for all purchases of supplies or services not exceeding the simplified acquisition threshold (including purchases at or below the micro-purchase threshold).
  This policy does not apply if an agency can meet its requirement using: (1) required sources of supply under FAR Part 8,
 (2) existing indefinite delivery/indefinite quantity contracts, or (3) other established contracts.  FACNET also may be used for contract actions exceeding the simplified acquisition threshold.  Drawings and lengthy specifications can be provided off-line in hard copy or through other appropriate means.
  In addition, agencies shall use the Government wide commercial purchase card and electronic purchasing techniques to the maximum extent practicable in conducting simplified acquisitions.

9.2.  Test Program for Certain Commercial Items 

FAR Subpart 13.500 (a) authorizes, as a test program, use of simplified procedures for the acquisition of supplies and services in amounts greater than the simplified acquisition threshold, but not exceeding $5,000,000, including options, if the contracting officer reasonably expects, based on the nature of the supplies or services sought, and on market research, that offers will include only commercial items.  Under this test program, contracting officers may use any simplified acquisition procedure in FAR Part 13, subject to any specific dollar limitation applicable to the particular procedure.  The purpose of this test program is to vest contracting officers with additional procedural discretion and flexibility, so that commercial item acquisitions in this dollar range may be solicited, offered, evaluated, and awarded in a simplified manner that maximizes efficiency and economy and minimizes burden and administrative costs for both the Government and industry.
  The authority to issue solicitations under this subpart shall expire on January 1, 2002.

10.  Blanket Purchase Agreements

A blanket purchase agreement (BPA) is a simplified method of filling anticipated repetitive needs for supplies or services by establishing "charge accounts'' with qualified sources of supply.
  Purchases under Blanket Purchase Agreements (BPAs) generally should be made electronically, or orally when it is not considered economical or practical to use electronic methods.

11.  Contract payments by Electronic Funds Transfer

The Debt Collection Act of 1996 mandated the use of Electronic Funds Transfer (EFT) for all federal payments dispersed by the Department of Treasury or agencies delegated such authority.
  This statutory requirement is implemented by FAR Subpart 32.11 and establishes that payments by EFT are the preferred method of contract payment in normal contract situations.
  All solicitations and contracts must specify payment procedures, payment due dates, and interest penalties for late invoice payments.  In addition, the Government may not make invoice and contract financing payments earlier than 7 days prior to the due dates specified in the contract unless the agency head, or designee, determines to make earlier payment on a case-by-case basis.  Thus, the determination of the contract “payment date” and “specified payment date” are important.  The definition of “payment date” made by electronic funds transfer is the date specified by the Government for settlement of the payment at a Federal Reserve Bank on or before the established due date.
  "Payment date," means the date on which a check for payment is dated or, for an electronic funds transfer, the specified payment date.
  “Specified payment date," as it applies to electronic funds transfer (EFT), means the date which the Government has placed in the EFT payment transaction instruction given to the Federal Reserve System as the date on which the funds are to be transferred to the contractor's account by the financial agent. If no date has been specified in the instruction, the specified payment date is 3 business days after the payment office releases the EFT payment transaction instruction.
  For payments made by electronic funds transfer, the specified payment date, included in the Government's order to pay the contractor, is the date of payment for prompt payment purposes, whether or not the Federal Reserve System actually makes the payment by that date, and whether or not the contractor's financial agent credits the contractor's account on that date.  However, a specified payment date must be a valid date under the rules of the Federal Reserve System.  For example, if the Federal Reserve System requires 2 days' notice before a specified payment date to process a transaction, release of a payment transaction instruction to the Federal Reserve Bank 1 day before the specified payment date could not constitute a valid date under the rules of the Federal Reserve System.

Appendix A -Glossary

A

ACH (Automated Clearing House): A central distribution and settlement point for electronic items exchanged between an originating bank and a receiving bank.

Acknowledgment: A special transaction set (ANSI/X12 997) transmitted by a receiver as an affirmative response to the sender.

AIAG (Automotive Industry Action Group): An industry organization formed to improve the competitiveness of the American automotive industry. It was an early developer of EDI standards.

ANSI (American National Standards Institute): A non-profit organization chartered to develop and maintain American national standards.

ANSI ASC X12 (American National Standards Institute Accredited Standards Committee X12): A non-profit organization chartered to develop and maintain voluntary American national standards. It is the U.S. secretariat to the International Standards Organization. The X12 committee develops and maintains EDI standards. There are approximately 300 member organizations representing over 30 industries.

Applications Link: The software bridge developed to facilitate the interface between a company's internal business management software and EDI translation software. 

ASN (Advance Shipment Notice): An X12 transaction set number 856 that is used to notify the receiver that product is in transit.

Async: Abbreviation for Asynchronous

Asynchronous: A form of data transmission in which individual characters are sent one at a time, delineated by a start bit and a stop bit.  Traditionally used for low speed data transmission.

Audit Trail: A permanent record of messages transmitted and received.

Autodial (Automatic Dialing): Capability of a terminal, modem, computer or similar device to place a call over the switched telephone network and establish a connection without operator intervention; also known as autocall.

B

Bar Code: An array of rectangular marks and spaces in a predetermined pattern. Usually used for automatic product identification.

Batch Processing: A type of data processing operation and data communications transmission where related transactions are grouped together and transmitted for processing, usually by the same computer and under the same application; generally regarded as non-real-time data traffic consisting of large files.

Baud: A measurement of the signaling speed of a data transmission device; equivalent to the maximum number of signaling elements, or symbols, per second that are generated; may be different from bit/second rate, however, especially at higher speeds, as several bits may be encoded per symbol, or baud, with advance encoding techniques such as phase-shift keying.

Bisync: Abbreviation for bisynchronous

Bisynchronous (Binary Synchronous Communications [BSC]): Character-oriented data communications protocol developed by IBM.

Bit rate (BPS): The rate at which bits (binary digits) are transmitted over a communications path. Normally expressed in bits per second (bps).  The bit rate is not to be confused with the data signaling rate (Baud) which measures the rate of signal changes being transmitted.

BSC: Abbreviation for Bisynchronous

C

CAD: The electronic storage of drawings developed using computer-aided design applications.

CICS: (Customer Information Control System): An IBM program product and mainframe operating environment, designed to enable transactions entered at remote terminals to be processed concurrently by user-written application programs; includes facilities for building and maintaining databases.

CRC: (The Contractor Registration Capability) Functional asset of the DoD EC Program Office with oversight provided by DISA. 

Communication Protocol: The method by which two computers coordinate their communications. Bisync and MNP are examples.

Compliance: Adherence to an accepted EDI standard.

Connect Time: The time that a circuit, typically in a circuit-switched telephone-like environment, is in use; also holding time.

Control Number: A number assigned by the sending EDI partner, used to identify documents and transmissions to the receiving partner.

D 

Data Compression: An automated process in which data is compressed and wrapped by removing trailing blanks and spaces from segments, groups, and/or transactions. Data compression reduces data field information to its minimum (for cost effectiveness).

Data Decompression: An automated process to decompress or "unwrap" data received by re-inserting trailing blanks and spaces.

Data Element Separator: A syntax character used to separate data elements within a segment. Also referred to as a "delimiter".

Data Element: The smallest named item in a segment that can convey data. For example, "Bill To City" is one data element within a segment.

Dedicated Line: A communication link permanently established between two locations. May be either a privately installed cable or a line leased from the phone company.

Defense Mega Center -- Columbus: A Network Entry Point for EDI with DoD. 

Defense Mega Center -- Ogden: A Network Entry Point for EDI with DoD. 

DES (Data Encryption Standard): A Federal Information Processing Standard (FIPS) for data encryption, using a symmetric security algorithm.

Dial-up Line: Ordinary phone line. Part of communications transmissions. Contrast with leased line.

Dial-up: Describing the process of, or the equipment or facilities involved in, establishing a temporary connection via the switched telephone network.

DISA (Data Interchange Standards Association): The not-for-profit membership organization that provides secretariat service to ASC X12.

DOCUMENT: As used in EDI, one complete piece of data. For example, one Purchase Order, or one Invoice. Also known as a "Message".

DoD Electronic Commerce Information Center: Functional asset of the DoD EC Program Office with oversight provided by OUSD(AR-EC). 
E 

E-Mail: The electronic transmission and storage of text messages.

EAGLE: Proprietary standard/network for Hardlines Industry. See definition of Hardlines.

EC (Electronic Commerce): See definition of Electronic Commerce.

EDI Compliance Test Facility: Functional asset of the DoD EC Program Office with oversight provided by DISA. 

EDE (Event Driven EDI): See definition of Event Driven EDI.

EDI (Electronic Data Interchange): The computer-to-computer transmission of business data in a standard format. For pure EDI "computer-to-computer" means "original application program-to-processing application program." EDI consists only of business data, not verbiage or free-form messages. 

EDI/FAX: Converts computer-readable EDI documents to human-readable printed form and sends to receiver's facsimile machine.

EDI/LaserMail: Converts computer-readable EDI documents to human-readable printed form and mails document(s) to recipient.

EDIFACT (Electronic Data Interchange for Administration, Commerce and Trade): The internationally recognized standard for electronic data interchange, started in September 1986 by the United Nations Joint Electronic Data Interchange Committee. It provides details of syntax rules, segment construction and message structure. Also known as UN/EDIFACT

EDI Translation Software: Software that translates data in and out of the ANSI X12 format. 

Electronic Funds Transfer (EFT): an electronically transmitted credit or debit transaction within the financial community where availability of funds is either immediate or for next business day's settlement.

Element: A unit of information with specific edit and length characteristics. This represents the smallest unit of information in the system. Also called a data element.

Electronic Business (EB): see section 1.

Electronic Commerce (EC): see section 1.

Encryption: The encoding of data. Data is encrypted at the sending end and decrypted on the receiving end through use of a predetermined algorithm and unique key.

Envelope: The transmission header and trailer enclosing an EDI message.

Event-Driven EDI: Centralized control and overall automation of the EDI process. Supplies integration of batch and online capabilities for time-critical EDI requirements.
F 

FAX: The electronic transmission of images through a FAX machine. 

Field: The smallest item of information in a record.

File: Grouping of records each made up of multiple logical segments. A file is the largest unit of information recognized by the system.

FEDI (Financial Electronic Data Interchange): An EFT transaction which contains payment-related information in an EDI format, within the addenda record. FEDI transactions are normally associated with a Corporate Trade Exchange (CTX) ACH payment format.
Fixed-length files: Typically used in proprietary or private EDI standards; the makeup of which is composed of 80-bite segments.

Formats: A set of records where element lengths and types are defined.

FTP (File Transfer Protocol): A protocol used to transfer files between two computers. Generally used over a TCP/IP-based network.
G 

Gateway: A conceptual or logical network station that serves to interconnect two otherwise incomplete networks, network notes, subnetworks or devices; performs a protocol-conversion operation across numerous communications layers.

H 

Handshaking: That portion of a communications protocol necessary to maintain the connection during periods of inactivity.

Hardlines Industry: Manufacturers, wholesalers, distributors, home centers and retail chains of hardware and housewares products – see definition of EAGLE.

Header: The portion of the message that precedes the actual body and trailer of the business transaction.

Hub: A large company very active in EDI, which strongly encourages business partners to use EDI. Also called "sponsor."

I 

Industry Guideline: A subset of a national standard designed for ease of use within one industry i.e., AIAG is an X12 subset.

Interactive EDI: The use of EDI in a transaction processing environment.

Interactive: A program that is able to carry on a "conversation" with the operator. The program prompts the operator helping the user through a routine while checking input for acceptability and notifying the operator when an error is made.

Interchange: An electronic grouping of EDI transmission data, exchanged between trading partners. An interchange consists of electronic business documents such as purchase orders, invoices, acknowledgments, etc.
ISDN (Integrated Service Digital Network): Based on digital transmission, a network that allows voice and data traffic to use the same digital links and exchanges.

J 

JIT (Just-In-Time): see definition.

Just-In-Time: The set of techniques for managing the delivery of supplies to manufacturing plants, so that they are delivered just before they are required at the plant. The technique allows for a reduction in inventory level, and more flexibility in the output of the finished goods.
K

L 

Leased Line: A telephone line reserved for the exclusive use of a leasing customer without interexchange switching arrangements. Also called a private or dedicated line.

LINX: The EDI program established by the Ports of Seattle and Tacoma.

Loop: A repetition of a segment or a group of segments.

M 

Mailbox: An electronic message storage place for data. A customer can retrieve messages from his/her own mailbox, and can send messages to other trading partners' mailboxes. See VAN.

Mailslot: A subdivision of the mailbox that allows for the separation of various types of EDI data.

Mapping: In EDI, it is the association of data field contents from an internal computer system such as purchasing to the field contents in the EDI standard being used. The same mapping takes place in reverse during the receipt of an EDI document. In network operations, the logical association of one set of values, such as addresses on one network, with quantities or values of another set, such as devices on another network (e.g.: name-address mapping, internetwork-route mapping, protocol-to-protocol mapping).

Message: An identified and structured set of data elements and segments covering the requirements for a specific transaction. Also known as a "document."

MNP (Microcom Networking Protocol): Proprietary error-correcting protocol for modems operating at speeds from 2.4 kbit/s to 9.6 kbit/s; operates only point-to-point and does not have easy connections to X.25 and ISDN technology.

Modem (Modulator-Demodulator): Electronic device that converts signals from one form to a form compatible with another kind of equipment, e.g. transmitting computer data over telephone lines.

N 

Network Architecture: Reference used for the definition and development of protocols and products for interworking between data processing systems, often used to define a hierarchy of communication function layers.

Network: The interconnection, through telecommunications links, of computers and terminals in different locations. Also, a network is a third-party mailbox service that can be accessed by EDI customers to send/receive data.

O 

ODETTE (Organization for Data Exchange by Teletransmission in Europe): A European project with agreed EDI standards for interchange among European automobile manufacturers.

ORDERNET: Proprietary standard for Healthcare Industry. 

P 

Pedi: An interim term for the standards describing the provision of EDI over X.400 (X.435 or F.435).

Private Network: A network established and operated by a private organization or corporation for users within that organization or corporation.

Protocol: Formal set of rules governing the format, timing, sequencing, and error control of exchanged messages on a data network; may be oriented toward data transfer over an interface, between two logical units directly connected, or on an end-to-end basis between two users over a large and complex network.

PTT (Postal, Telegraph and Telephone Agencies): A generic name for government agency responsible for operating a nation's communications services and systems.

Public Network: Generically, a network operated by common carriers or telecommunications administrations for the provision of circuit-switched, packet-switched, and leased-line circuits to the public.
Q 

QR (Quick Response): Retail Sector -- see definition

Qualifier: A data element which gives a generic segment or a generic data element a specific meaning.

Quick Response: The set of techniques for managing the distribution of goods so that they are delivered just before they are required at the retail end point. The technique allows for a reduction in inventory level. Analogous to Just-In-Time in manufacturing.

R 

RAILINC: For-profit subsidiary of the Association of American Railroads (its network). 

Real Time: A transmission or data processing operating mode by which data is entered in an interactive session; pertaining to an application whereby response to input is fast enough to affect subsequent input, such as a process-control "system" or a computer-aided designed "system" (IBM); describing processing in which the results are used to influence an ongoing process.

Record: A set of elements relating to a specific unit of information.

REDINET: The EDI network originally developed by Control Data Corporation; operated by Sterling Commerce's Network Services Group since June 1991.

RTE (Real Time EDI): See definition

S 

SDLC (Synchronous Data Link Control): A communications line discipline associated with the IBM systems network architecture (SNA).

Segment: Each line item in a transaction set.

Session: The act of (at least) signing on and signing off one's Mailbox. A session may or may not include sending and/or receiving data to/from the system. A session MUST end with the transmission (by the customer of a Signoff record.)

SNA (Systems Network Architecture): An architecture for interchanging data trough an SNA network in a sort-and-forward fashion.

SNA/DS (System Network Architectural Distribution Services): an E-mail messaging protocol that is used with many mainframe based messaging systems. It operates over a dedicated line using the SNA communications protocol. 

Store and Forward: Service where a message carried by the network may be temporarily sorted or routed in the network prior to delivery to the recipient.

Subset: A subset of a national standard for ease-of-use within one industry. The subset usually indicates only those segments, elements, and code values needed by the industry.

Synchronous Transmission: Data communications in which characters or bits are sent at a fixed rate, with the transmitting and receiving devices synchronized; eliminates the need for start and stop bits basic to asynchronous transmission and significantly increases data throughput rates.

Syntax: The rules governing the structuring of the user data and of associated data in the interchange of messages.

T 

TCP/IP (Transmission Control Protocol/Internet Protocol): TCP/IP is a set of protocols for Layers three and four of the seven-layer OSI network model. These are respectively, the network and the transport layers.

TDCC (Transportation Data Coordinating Committee): Sets standards for motor, rail, ocean and air industry, administered by EDIA.

Telecommunications: A term encompassing both voice and data communications in the form of coded signals over via public or private telecommunications media.

TP (Trading Partner -- see definition) 

TP in EDI Compliance Test Facility: Any customer, supplier or service provider (e.g., bank, manufacturer) that conducts business with a DoD activity. 

TPA (Trading Partner Agreement): Contractual arrangement between the parties involved in electronic trading covering the EDI specific parts of the exchange of trading information. Also called Interchange Agreement.

TRADACOMS (Trading Data Communications Standard): An EDI standard used primarily in England and Western Europe.

Trading Partner: A user with whom another user has agreed to exchange electronic business data -- typically, trading partners are direct customers, suppliers, or intra-company divisions. 

Transaction Set: The term used in electronic data interchange to describe a single document (purchase order, invoices, etc.). The data included in a transaction set will convey the same information as a conventional printed document.
Transmission: All the data to be transmitted between one user and another, or one user and the VAN.

U 

UCS (Uniform Communication Standard, used for Grocery Industry ): A standard for EDI documents developed specifically for the Grocery industry.

UPC (Universal Product Code): A standard numeric product identifier and its associated graphical representation used as a product descriptor. 

V 

VAN (Value Added Network): 1): A secure and privately owned network offering services such as mailboxing, reliable data transmission, carbon copy services, many access methods and other value-added capabilities. 2) A company that provides communications services, electronic mailboxing and other communications services for EDI transmissions. 

VAN in EDI Compliance Test Facility: A public or private packet-switched network that provides a variety of services which allows TPs to have one communication environment 

Variable-length files: Typically used in public EDI standards; where the length of a segment can be variable within a minimum and maximum length as required by each standard.

VICS (Voluntary Inter-Industry Communications Standard): A standard for EDI documents developed specifically for the Retail industry.

W 

WINS (Warehouse Information Network Standard): A standard for EDI documents developed specifically for the Warehouse industry.

Work-Flow Automation: The use of automated processing in everyday business operations. 

X 

X.400: A CCITT recommendation for a message handling service.

X.435: CCITT draft recommendation which specifies how the Pedi protocol can be used to provide EDI over X.400.

X12: The North American ANSI EDI standard, which arose in 1979.

X25: The international standard formulated by CCITT for assembling and transmitting data in a packet switched network.
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� A more complete glossary of terms may be found at Appendix A and � HYPERLINK http://www.acq.osd.mil/ec/ediglossary.htm ��www.acq.osd.mil/ec/ediglossary.htm�


� 1998 Defense Authorization Act, Pub. L. 105-85, sec 850, amends Sec. 30 of the Office of Federal 


Procurement Policy Act, codified at 41 U.S.C. 426.


� FAR 2.101.


� DOD Electronic Business/Electronic Commerce, Strategic Plan, May 1999, citing (Joint Pub 1-02, DoD/NATO).


�  FAR 2.101.


� P.L. 106-229, Sec. 106 (5); 15 U.S.C. 7006.


� DOD Electronic Business/Electronic Commerce, Strategic Plan, May 1999.


� FAR 2.101; S.D.M Supply, Inc., B-271492, 96-1 CPD 288 (June 26, 1996), recon denied, Department of the Army, B-271492.2, 96-1 CPD 203 (Nov. 27, 1996).


� Federal Acquisition Streamlining Act of 1994, P.L. 103-355, sec. 9001-9004, 108 Stat., 3243, 3399 (Oct 13, 1994).


� General Accounting Office. “Acquisition Reform: Obstacles to implementing the Federal Acquisition Computer Network,” Report to the Congressional committees (GAO/NSIAD-97-26) (1997).


� Section 850 of the 1998 DOD Authorization Act, [National Defense Authorization Act for Fiscal Year 1998, P.L. 105-85, 850, 111 Stat 1629, 1847 (Nov. 18, 1997)] to amend the Office of Federal Procurement Policy Act to replace the restrictive FACNET requirements and certifications mandated by FASA. [Section 850 (d) amending 41 USC 427].


� � HYPERLINK "http://www.web.fie.com/web/era/era_003.htm" ��http://www.web.fie.com/web/era/era_003.htm�.


� A VAN is a commercial entity similar to a long distance carrier or internet access service that provides communications services, mailboxing, and other services.


� Federal Acquisition Streamlining Act of 1994, P.L. 103-355, sec. 9001-9004, 108 Stat., 3243, 3399 (Oct 13, 1994). 


� 41 USC 428 (f).


� 41 USC 403 (11).


� 41 USC 426 (b)(3).


� 41 USC 426 (b)(1) and (b)(2).


� 41 USC 426 (a)(3).


� Federal Acquisition Reform: Obstacles to Implementing the Federal Acquisition Network, 3 (GAO/NSIAD-97-26, Jan 3, 1997).


� Ibid at 4-5.


� Ibid, at 13.


� Ibid, at 17-20.


� Management Reform Memorandum #2 -- Moving to a Paper-Free Contracting Process by January 1, 2000. � HYPERLINK "http://www.dtic.mil/comptroller/mrmsig/index.html" ��www.dtic.mil/comptroller/mrmsig/index.html�. DEPSECDEF Department of Defense Reform Initiative Directive #43, Defense-wide Electronic Commerce, 20 May 98:  “It is paramount we take advantage of the full potential of EC to achieve our revolution in business affairs.”  � HYPERLINK "http://ca.dtic.mil/dri/drids/drid43.html" ��http://ca.dtic.mil/dri/drids/drid43.html�.


� � HYPERLINK "http://www.whitehouse.gov/WH/New/Commerce/" ��www.whitehouse.gov/WH/New/Commerce/�.


� National Defense Authorization Act for Fiscal Year 1998, P.L. 105-85, 850, 111 Stat 1629, 1847 (Nov. 18, 1997).


� Section 850 (d) amending 41 USC 427.


� 41 USC 426 (b).


� 41 USC 426 (c)(1),(2).


� 41 U.S.C. 426, Sec. 30, as amended in Pub. L. 105-85.


� 41 USC 426 (b).


� 41 USC 426 (c)(4).


� 41 U.S.C.426, Sec. 30, as amended in Defense Authorization Act 1998 Pub. L. 105-85, sec 850


� Ibid. 


� � HYPERLINK "http://www.acq.osd.mil/ec" ��www.acq.osd.mil/ec�.


� � HYPERLINK http://www.log.edi.migration.hq.dla.mil/Documents/document.htm ��http://www.log.edi.migration.hq.dla.mil/Documents/document.htm�


� � HYPERLINK http://www.log.edi.migration.hq.dla.mil/Documents/document.htm ��http://www.log.edi.migration.hq.dla.mil/Documents/document.htm�


� Ibid.


� GCSS�AF Requirements Integration Tiger Team, The Way Ahead, Report prepared for the Air Force CIO, 31 August 1999.


� P.L. 105-277, secs. 1701-1710 (1998), 44 U.S.C. 3504n.


� Office of Management and Budget (OMB) “Procedures and Guidance; Implementation of the Government Paperwork Elimination Act,” 65 Fed. Reg. 25508, May 2, 2000.


� P.L. 106-229 (2000), 114 Stat. 464, 15 U.S.C. 7701-7706.


� P.L. 106-229, June 30, 2000, codified at 15 U.S.C. 7000, et. seq.


� These systems include: AMIS; CPARS; BCAS: CONWRITE; JO41; MADESII; CAD.


� DFARS 252.204-7004 (b)(3). 


� DFARS 204.7302.


� DFARS 204.73.


� see � HYPERLINK "http://www.acq.osd.mil/ec/electronic_commerce_project_fact_sheet.htm" ��http://www.acq.osd.mil/ec/electronic_commerce_project_fact_sheet.htm�.


� � HYPERLINK http://www.eps.gov/pilotGeneralInfo/eps_exec.htm ��http://www.eps.gov/pilotGeneralInfo/eps_exec.htm�


� See 50 Fed. Reg. 50872 (August 21, 2000)


�  OFPP “An Assessment of Current Electronic Commerce Activity in Procurement”, March 1998, � HYPERLINK "http://www.policy works.gov/epic" ��http://www.policyworks.gov�


� See, � HYPERLINK "http://www.supply.dia.mil/emall/" ��http://www.supply.dia.mil/emall/�.


� � HYPERLINK "http://www.fss.gsa.gov" ��http://www.fss.gsa.gov�.


� � HYPERLINK "http://wwwumicor.gov/" ��http://wwwumicor.gov/�.


� Strom Thurmond, National Defense Authorization Act for Fiscal Year 1999, P.L. 105-162, 112 Stat. 1920.


� see � HYPERLINK "http://www.fedecnavigator.disa.mil" ��http://www.fedecnavigator.disa.mil�.


� see � HYPERLINK "http://www.acq.osd.mil/ec/electronic_commerce_project_fact_sheet.htm" ��http://www.acq.osd.mil/ec/electronic_commerce_project_fact_sheet.htm�.


� OFPP, “An Assessment of Current Electronic Commerce Activity in Procurement” (Mar 1998), see � HYPERLINK "http://www.policyworks.gov/epic" ��http://www.policyworks.gov/epic�.


� FAR 13.201 (b); also see FAR 2.101.


� see � HYPERLINK "http://www.acq.osd.mil/ec/electronic_commerce_project_fact_sheet.htm" ��http://www.acq.osd.mil/ec/electronic_commerce_project_fact_sheet.htm�.


� see � HYPERLINK "http://.fpds.gsa.gov/fpds/fpds.htm" ��http://.fpds.gsa.gov/fpds/fpds.htm�.


� � HYPERLINK "http://www.cbdnet.access.gpo.gov/index.html" ��http://www.cbdnet.access.gpo.gov/index.html�.


� OFPP, “An Assessment of Current Electronic Commerce Activity in Procurement” (March 1998, � HYPERLINK "http://www.policyworksgov/epic" ��http://www.policyworks.gov/epic�.


� The CBD is also posted on the internet. CBDnet � HYPERLINK "http://cbdnet.acess.gpo.gov" ��http://cbdnet.acess.gpo.gov�.


� FN Manufacturing, Inc. v United States, No. 98-447C, 41 Fed. Cl. 186 (Fed. Cl. Jun 30, 1998).  Notice of sole source solicitation posted on internet version of CBD and paper copy published two days later.  The CBD is the single official government publication for such notices published by the Dept. of Commerce.  Small Business Act 15 U.S.C. 637 (e) and the Office of Federal Procurement Policy Act 41 U.S.C. 416; FAR 5.201.


� FY 2001 National defense Authorization Act, P.L. 106-398, amended section 41 U.S.C. 416.


� FAR 5.101(2) and (2) (iv).


� � HYPERLINK http://www.disa.mil/infosec/pki-int.html ��http://www.disa.mil/infosec/pki-int.html�


� May 6,1999, Deputy Secretary of Defense John Hamre, Department of Defense Public Key Infrastructure (PKI).


� � HYPERLINK http://eda.ogden.disa.mil/ ��http://eda.ogden.disa.mil/�


� � HYPERLINK https://rmb.ogden.disa.mil/ ��https://rmb.ogden.disa.mil/�


� � HYPERLINK http://dodbusopps.com/ ��http://dodbusopps.com/�


� � HYPERLINK http://abss.wpafb.af.mil/ ��http://abss.wpafb.af.mil/�


� � HYPERLINK http://eda.navy.mil ��http://eda.navy.mil�


� The PSAs include: the Under Secretaries of Defense; Director of Defense Research and Engineering; Assistant Secretaries of Defense; Director Operational Test and Evaluation; General Counsel of the Department of Defense; Inspector General, DoD; Assistants to the Secretary of Defense; and other OSD Directors or equivalents who report directly to the Secretary or Deputy Secretary of Defense.


� � HYPERLINK "http://www.acq.osd.mil/ec" ��www.acq.osd.mil/ec�.


� Air Force EC Plan


� The Directorate will analyze all requirements to identify systems and projects related to the GCSS�AF and EB/EC. Projects will be reviewed and ranked by the GCSS�AF Requirements Review Board.  Those identified as providing the best fit and greatest benefit to GCSS�AF and EB/EC will be sent to the Air Force CIO, who will support POM submissions to the Air Force Board.  CIO support will further bolster programs submitted in POM submissions.


� � HYPERLINK http://www.safaq.hq.af.mil/contracting/electronic/ ��http://www.safaq.hq.af.mil/contracting/electronic/�


� � HYPERLINK http://www.safaq.hq.af.mil/contracting/electronic/ ��http://www.safaq.hq.af.mil/contracting/electronic/�


� The GAO recognized that “any symbol adopted as one’s signature when affixed with his knowledge and consent is a binding and legal signature.” B-104590, Sept 12, 1951.  In fact under this theory the GAO has approved various signature machines, ranging from rubber-stamp machines to electronic encryption devices to sign vouchers certifying payments. 33 Comp Gen. 297 (1954); B-216035, Sept 20, 1984.


� Matter of: National Institute of Standards and Technology-Use of Electronic Data Interchange Technology to Create Valid Obligations, B-245714, Dec. 13, 1991.


�  FAR 2.101.


� 44 U.S.C. 3504(a)(1)(B)(vi).


� P.L. 106-229, June 30, 2000, codified at 15 U.S.C. 7000, et. seq.


� Computer Security Act of 1987, P.L. No. 100-235, Sec 2, 101 Stat. 1724 (1988), codified at, 40 U.S.C. 1441.


� � HYPERLINK "http://mattche.iiie.disa.mil.PKI/" ��http://mattche.iiie.disa.mil.PKI/�.


� P.L. 106-229, Sec 104 (b).


� P.L. 106-229, Sec 104, (b)(2) (C) (iii) restricts federal agencies from imposing restrictions that would impose a particular technology on the use of electronic signatures.  However, Sec 104, (b)(4) states that this restriction does not apply to the federal government procurements.


� For contracting officers, for example, the maximum values of their warrants could be stored here.  For physicians it might contain their authorization to prescribe controlled substances.


� DoD has defined in the US DoD X.509 Certificate Policy document the following four levels: 


 Class 2: (Formerly Basic) This level is intended for applications handling information of low value (Unclassified) or protection of system high information in a low to medium risk environment such as SIPRNET. This assurance level does not require that the end user register in person and their cryptography can be software based. 


Class 3: (Formerly Medium)  This level is intended for applications handling medium value information in a low to medium risk environment.  This assurance level is appropriate for applications that typically require identification of an entity as a legal person, rather than merely as a member of an organization. This assurance level requires that the end user register in person and their cryptography can be software based. 


Class 4: (Formerly High)  This level is intended for applications handling medium to high value information in any environment.  These applications typically require identification of an entity as a legal person, rather than merely a member of an organization. This level requires a hardware token for protection of the private key material.  This assurance level requires that the end user register in person, and that the cryptography be hardware based. 


Class 5: This level is intended for applications handling classified information in a high-risk environment (over an open or unprotected network).  This assurance level requires National Security Agency (NSA)-approved Type I cryptography.


� 15 U.S.C. 278g-3.


� Federal Register, Feb. 15, 2000, Vol. 65, No 31, page 7507.


� � HYPERLINK http://www.afca.scott.af.mil/ecommerce/ ��http://www.afca.scott.af.mil/ecommerce/�


� 8 March 1999, Memorandum for ALMAJCOM-FOA_DRU/FM/LG/PK, Automated Business Service System (ABSS) Electronic Signatures-Interim Policy.


� Matter of: National Institute of Standards and Technology-Use of Electronic Data Interchange Technology to Create Valid Obligations, B-245714, Dec. 13, 1991, citing, United States v American Renaissance Lines, 494 F 2d. 1059, 1062 (D.C. Cir. 1974).


� Matter of: National Institute of Standards and Technology-Use of Electronic Data Interchange Technology to Create Valid Obligations, B-24571, Dec. 13, 1991


� P.L. 106-229, Sec 101.


� FAR 2.101.


� See, FAR 14.202-7, FAR 15.203(d), 15.209 (e).


� FAR 15.201 (d).


� FAR 15.203(c ).


� FAR 15.203( c ).


� FAR 15.207 ( c ).


� FAR 5.102 (7).


� B�275514, Feb. 27, 1997, 97�1 CPD 1190


� Id.


� FAR 5.102(A)(6).


� Federal Acquisition Streamlining Act of 1994, 41 U.S.C. § 426 (1994); Latins American, Inc., B�247674, June 15, 1992, 92� 1 CPD 519 (June 15, 1992); Spectronics Corp., B�260924, July 27, 1995, 95�2 CPD 47 (July 27, 1995); Arcy Mfg. Co., Inc., B�261538, Aug14, 1995, 95�2 CPD 283 (Aug. 14, 1995).


� FAR 15.208. Performance Construction, Inc., B-286192, 2000 CPD 180 (Oct. 30, 2000). Latins American, Inc. , B-247674, 92-1 CPD 519 at 3-4 ( June 15, 1992), [agency properly rejected a quotation as late and refused to extend the closing date, where the late delivery was caused by a defective computer disk furnished by the agency, which was necessary to prepare quotes, but the protester was in possession of the disk 14 days prior to the closing date and attempted to access the disk for the first time the night before the closing date]. 


� Performance Construction, Inc., B-286192, 2000 CPD 180 (Oct. 30, 2000).


� https://129.48.130.113/paso/


� http://ax.losangeles.af.mil/axd/ssf.html


� DSG Contract Serv., Inc., 43 Fed. Cl. 227, 239-240 (1999); Nick Chorak Mowing, B-280011.2, 98-2 CPD 82; Rel-Tek Sys. & Design, Inc, B-280463.7, 99-2 CPD 1.


� 41 USC 423 (h).


� see, McDonnell Douglas Corp. v. NASA, 180 F.3d 303 (App DC 1999)  where the court stated in relation to 18 USC 1905 that, “[I]t is undisputed that the total price of the contract may be made public.”  Although this case held that NASA could not release line item prices under FOIA and 18 USC 1905, the case involved a contract where the contractor did consented to the release of such information.


� FAR 15.306(d).


� FAR 15.306 (d).


� FAR 15.306 (d) (1).


� See, Can the Government Go Fast Forward on Reverse Auctions?, Vol 42, No 26 Para. 263, The Government Contractor, 12 July 2000.


� FAR 14. 202-8.


� 14.202-8.


� FAR 14.202-7 addresses the use of facsimile bids but FAR 14.202-8 addresses the use of electronic bids..


� Kemper Const. Co., B-283286.2, 99-2 CPD 98; Collins Const., B-274765, 96-2 CPD 243.


� 14.205-1 (a).


� 14.205-1 (a).


� 14.209 (b).


� 14.301 (e).


� 14.304-1(b) (1) ( i ).


� 14.407-2 ( c ).


� FAR 14.401(a).


� American Material Handling, Inc, B-281556, 99-1 CPD 46 (Feb 24, 1999). Also see, Advanced Seal Technology, Inc., B-280980, 98-2 CPD 144 (Dec. 14, 1998), where the same rule was applied to a facsimile bid.


� American Material Handling, Inc, B-281556, 99-1 CPD 46 (Feb 24, 1999), citing, Interstate Diesel Service, Inc., B-244842.2, 91-2 CPD 304 (Sept 27, 1991).


� American Material handling, Inc., B-281556, 99-1CPD 46 (Sept 27, 1999), citing, East West Research Inc., B239565, B-239566, 90-2 CPD 147 (Aug 21, 1990, aff’d, Defense Logistics Agency, B-239565.2, B-239566.2, 91-1 CPD 298 (Mar 19, 1991).


� 14.406.


� 14.408-1.


� 14.409-1.


� B-274406.2, 97-1 CPD 5 (Jan 3 1997).


� P.L. 106-398, Oct. 30, 2000.


� National Archives and Records Administration - 44 U.S.C. 21; Records Management by the Archivist of the United States and by the Administrator of General Services - 44 U.S.C. 29; Federal Records Act - 44 U.S.C. 31; Disposal of Records - 44 U.S 33; Paperwork Reduction Act - 44 U.S.C. Chapter 35;  The Electronic Signatures in Global and National Commerce Act, P.L. No. 106-229, June 30, 2000:  Office of Management and Budget Circulars OMB Circular No. A-123 - Management Accountability and Control � HYPERLINK http://www2.whitehouse.gov/omb/circulars/a123/a123.html ��http://www2.whitehouse.gov/omb/circulars/a123/a123.html�  OMB Circular No. A-130  - Management of Federal Information Resources � HYPERLINK http://www2.whitehouse.gov/omb/circulars/a123/a123.html ��http://www2.whitehouse.gov/omb/circulars/a123/a123.html�


� P.L- 81-754, 44 U.S.C. 3301, et seq.


� 44 U.S.C. 3301, also see Armstrong v Executive Office of the President, Office of Administration, 1 F 3d 1274 (C.A.D.C. 1993).


� 4 U.S.C. 3504.


� P.L. 96-511, as amended by P.L. 99-500


� see, DODD 8001.1 Defense Information Management; DoD-STD 5015.2, RMA Design Criteria, 24 Nov 97; and DoD-DIR, 5015.2, Department of Defense Records Management Program. 11 Apr 97.


� For example, AFI 37-121 (will be 33-321), Authentication of Air Force Records, 18 Feb 94, AFI 33-322, Air Force Records Management Program, AF Manual 37-123, Management of Records, 31 Aug 94, AFI 37-138, Records Disposition--Procedures and Responsibilities, 31 Mar 94 (and AFMC Supplement), AF Manual 37-139 (will be 33-339), Disposition of Records-Standards Defense Information Management, DODD 8001.1, Air Force sup. 1, Defense Information Management and AFPD 37-1, Air Force Information Management.; The Electronic Signatures Act, P.L. 106-229.


� 4.802 (f).


� FAR 4.805 (a).


� FAR 4.802 (f).


� FAR 4.805 (a).


� FAR 4.805 (c).


� � HYPERLINK http://www.afmc-mil.wpafb.af.mil/HQ-AFMC/SC/scd/scdp/records/ ��http://www.afmc-mil.wpafb.af.mil/HQ-AFMC/SC/scd/scdp/records/�


� � HYPERLINK http://www.afmc-mil.wpafb.af.mil/HQ-AFMC/SC/cso-scs/scst/ci_utility_web/liss_policy_memo.doc ��http://www.afmc-mil.wpafb.af.mil/HQ-AFMC/SC/cso-scs/scst/ci_utility_web/liss_policy_memo.doc�


� RFC 1999-A008, Standard Electronic Records Management (ERM) Software Application.


� P.L. 106-229, Sec 101.


� P.L. 106-229, Sec 104, (b)(2) (c) (iii) read in conjunction with Sec 104 (4).


� FAR 4.703 (a); FAR 52.214-26, [Sealed Bid acquisitions], and FAR 52.215-2, [Negotiated acquisitions].


�.Id.


� FAR 4.700.


� FAR 4.703 (c).


� FAR 4.703 (d).


� P.L. 104-231, FOIA is implemented in the Air Force by AFI 37-131 (1995).  However, this AFI has not been updated to incorporate the changes in these amendments to the FOIA.


� 5 U.S.C. 552 (f)(2).


� Sec 3 House Report No 104-795,p19, Cong. &Admin. News 3462;  The legislative history of the amendments states this definition is intended to clarify this question in accordance with Justice Department opinion, Department of Justice Report on “Electronic Record”  Issues under the Freedom of Information Act, Senate Hearing 102-1098, 102 Cong., 2nd Sess. P 33. 1992.


� The FOIA amendments rejected the definition which was applied to computerized records in some contexts under SDC Development Corp. v Mathews, 542 F 2d 1116 (9th Cir.1976), where the Records Disposal Act [44 U.S.C. 3301] was cited to exempt such records as library materials.


� 5 U.S.C. 552 (3)(B).


� 603 F.Supp. 760, 763 (D.D.C. 1984).


� 5 U.S.C. 552 (3)( C). 


� 5 U.S.C. 552 (3)(D).


� House Report NO 104-795, p22, Cong & Admin. News, P.L. 104-231, 3448.


� 44 U.S.C. 2101, et seq., 2901, et seq., and 3301, et seq; AFI 33-119, Electronic Mail (E-Mail) Management and Use, 1 March 1999, para 8.1.


� AFMC Supp 1 to AFI 33-119, para. 2.8.1; See Attachment 7 to AFMC Supp 1 for specific examples.


� AFI 33-119, para. 8.4.1.1.


� AFI 33-119, para. 8.4.1.5; also see, Armstrong v Executive Office of the President, Office of Administration, 1 F 3d 1274 (C.A.D.C. 1993).


� AFI 33-119, para. 8.4.2.3; Public Citizen, et al v John Carlin, Archivist of the United States, 184 F 3d 900 (C.A.D.C 1999), overruling, Public Citizen v Carlin, 2 F. Supp2d 1, (D.C.D. 1997).


� AFI 37-123, para. 7.13.1; Public Citizen, et al v John Carlin, Archivist of the United States, 184 F 3d 900 (C.A.D.C 1999), overruling, Public Citizen v Carlin, 2 F. Supp2d 1, (D.C.D).


� FAR 5.207 (a)(1).


� The CBD is also posted on the internet. CBDnet � HYPERLINK "http://cbdnet.acess.gpo.gov" ��http://cbdnet.acess.gpo.gov�.


� FN Manufacturing, Inc. v United States, No. 98-447C, 41 Fed. Cl. 186 (Fed. Cl. Jun 30, 1998).  Notice of sole source solicitation posted on internet version of CBD and paper copy published two days later.  The CBD is the single official government publication for such notices published by the Dept. of Commerce.  Small Business Act 15 U.S.C. 637 (e) and the Office of Federal Procurement Policy Act 41 U.S.C. 416; FAR 5.201.


� FY 2001 National defense Authorization Act, P.L. 106-398, amended section 41 U.S.C. 416.


� FAR 5.101(2) and (2) (iv).


� Jack Faucett Associates, Inc., B-279347, 98-1 CPD 155 (June 3, 1998).


� Contracting officer may establish a shorter period or use combined process under 12.603.


� FAR 5.203(a).


� FAR 5.203(c).


� FAR 5.203 (e).


� FAR 2.101 $100,000 unless performed outside the CONUS.


� FAR 5.203 (b).  In American Artisan Productions, Inc., B-281409, 98-2 CPD 155 (21 Dec 1998), a response time of 15 days was sufficient.


� Jack Faucett Associates, Inc. B-279347, 98-1 CPD 155 (June 3,1998), the GAO held that notice to award a sole-source basis where the sole-source purchase order was issued only one day after the FACNET notice of intent was issued was inadequate.  Use of FACNET and simplified procedures does not change the general rule there must be a reasonable opportunity to respond.  What constitutes a reasonable opportunity to respond depends upon the particular circumstances of the case.


� FAR13.003 (a).


� FAR Part 8, includes, Federal Prison Industries, Committee for Purchase from People Who are Blind or Severely Disabled (Javits,Wagner-O’Day Act, 41 U.S.C. 46, et.seq.), and Federal Supply Schedule contracts).


� FAR 13.003 (f).


� FAR 13.003 (e).


� 10 U.S.C.2304(g), and 2305; 41 U.S.C.253(g), 253a and 253b.


� FAR 13.303-1 (a); also see FAR Subpart 16.7 for additional description of these agreements.


� FAR 13.303-5 (e)(1).


� 31 USC 3332 (e).


� FAR 32 1100.


� FAR 32.903 (e).


� FAR 32.902.


� FAR 32.902.


� FAR 32.903 (k).
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