SEMINAR PROBLEM #2:  Monitoring Internet and Email Use

The Wing Commander has heard rumors that Guard members are spending time on the Internet on private matters and that productivity is suffering.  He wants to know if the system administrator can provide him with a report detailing each site accessed on the Internet by military members on his base and how much time they spend at the site.  Additionally, he thinks that members are using email to communicate for non-duty purposes.  He wants a log and printout of every email sent to a nonmilitary address.  

(A)
Can the system administrator monitor live transmissions? 

(B)
Stored transmissions?

(C)
What if the facts are changed to indicate that the First Sergeant has discovered evidence that someone is using and office computer to access child pornography internet cites?  Can he call the security forces commander and have one of the cops come over and search the computer—a computer used primarily by Major Jones in his private office—for further evidence of wrongdoing?  What issues do you see?

(D)
Can the First Sgt ask the systems administrator to monitor all of Major Jones’ activity on the internet while at work?

(E)
What if it was the system administrator who had noticed a problem with the server who had discovered that Major Jones was receiving a lot of emails with photographs attached?  Could she open the photographs to discover what was in them?  Once she found child pornography, could she contact law enforcement and turn the files over to them?  
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