Confidentiality and the Reluctant Client


This short outline is an attempt to provide a framework for deciding what to do if you encounter a military member or civilian employee who declines to disclose material facts concerning an environmental danger.

Step 1: Fully advise the individual concerning the consequences of his action (or inaction).  Encourage the individual to take appropriate action.  Ask him or her to reconsider the matter or seek a second legal opinion.  Emphasize that the agency is your client, not any individual. Model Rules 1.2, 2.1, 1.6, and 1.13. [Note: Model Rule 2.1 requires an attorney to "exercise independent professional judgment and render candid advice" referring "not only to law but to other considerations such as moral, economic, social, and political factors, that may be relevant to the client's situation."  This duty is of special importance in environmental law, where acceptance of, and respect for, a relatively new and growing body of law and regulations depends, to a considerable extent, upon the advice and judgment of attorneys.]

Step 2: "Climb the organizational ladder"; i.e., where you believe the individual's action (or inaction) is likely to result in substantial injury to the client (i.e., the agency), refer the matter to successively higher authority in the agency.  Model Rule 1.13.

Step 3: Examine the pertinent rule governing confidentiality to determine if you may (or must) disclose the information over your client's objection. [Note: Ten states still follow the Model Code of Professional Responsibility (which permits disclosure to prevent the commission of any crime).  Thirty-nine states have adopted the Model Rules of Professional Conduct, but only six adopted Model Rule 1.6 in the form endorsed by the ABA.  The Navy and Air Force rules parallel the Model Rule; the Army rule makes disclosure mandatory in those circumstances where the Model Rule only permits disclosure.]

[Note: Model Rule 1.6 permits (but does not require) disclosure only to prevent a client from committing a criminal act the attorney believes is likely to result in imminent death or substantial bodily harm.]

Step 4: Determine whether the client's conduct constitutes a crime. [Note: Neither the Model Rules nor the Model Code permit disclosure of wholly past crimes.  Moreover, some authorities believe there is no authority to disclose even those past crimes with continuing consequences.  See, e.g, Abramovsky, A Case for Increased Confidentiality, 13 Fordham Urb. L. J. 11 (1985); Miller, Attorney's Duty to Reveal Future Criminal Conduct, 1984 Duke L. J. 582 (1984).]

Step 5: If conduct is criminal, determine whether it is likely to result in imminent death or substantial bodily harm. [Note: Because the adverse effects of exposure to hazardous substances may take years to develop, the "imminency" requirement of Model Rule 1.6 may be problematic.
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If the consequences of a release do not include acute health effects, the criterion of imminency may not be satisfied; in such a case, an attorney may not report the release without breaching the duty of confidentiality owed the client.  But compare RCRA case law holding that "imminence" does not require a showing that actual harm will occur immediately so long as the risk of threatened harm is present.  See, e.g., Lincoln Properties, Ltd. v. Higgins, 36 Env't Rep. Cas. (BNA) 1228, 23 Envtl. L. Rep. (Envtl. L. Inst.) 20665 (E.D. Cal. 1993).]

Step 6: Determine whether you may have unwittingly offered false evidence to a court.  Model Rule 3.3 makes it clear that the duty of confidentiality is subordinate to the duty of candor owed a tribunal.  Consequently, if you learn that you have offered false evidence, you are duty bound to take "reasonable remedial measures," even if those measures require disclosure of confidential information otherwise protected by Model Rule 1.6. [See, e.g, ABA Formal Opinion 93-376 (An attorney in a civil case who discovers her client has lied in responding to discovery requests must take all reasonable steps to rectify the fraud, which may include disclosure to the court.); and ABA Formal Opinion 98-412 (An attorney in a civil case who makes a material representation to the court that the attorney subsequently discovers was false must correct the statement, if the statement was one upon which the court may continue to rely in future conduct of the litigation .)]

Other Ethical Considerations:

Under Model Rule 4.1 (a), an attorney is forbidden to knowingly misrepresent material facts or the law to a third person.  Model Rule 1.6 permits only silence, not affirmative misrepresentations.

Model Rule 4.1 (b) requires an attorney to disclose material facts to a third person to avoid assisting a criminal or fraudulent act by the client, but this duty of disclosure is limited by the duty of confidentiality embodied in Model Rule 1.6.

An attorney may not counsel a client to engage in, or assist a client in, conduct the attorney knows is criminal or fraudulent. Model Rule 1.2.  Nor may an attorney sit by silently while a client misleads third persons when the circumstances would suggest to a reasonable person that the attorney agrees with what is being said; in such a case, the attorney may not reveal the client's wrongdoing, but must withdraw from further representation.  Model Rule 1.2, Comment 7.

Model Rule 3.9 extends the candor owed a tribunal rule (Model Rule 3.3) to representation before bodies such as legislatures, municipal councils, and executive and administrative agencies acting in a rulemaking or policymaking capacity.  This rule, however, does not apply to representation of a client in a negotiation or other bilateral transaction with a governmental agency; representation in such a transaction is govemed by Model Rule 4.1 and its reference back to Model Rule 1.6 (making the duty of disclosure subordinate to the duty of confidentiality).
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An Attorney's Obligation Under Positive Law

Although the ABA House of Delegates deleted from Proposed Rule 1.6 an exception to permit disclosures when necessary "to comply with other law," attorneys are nonetheless not exempt from positive law by virtue of the rules of ethics.  Positive law embodied in either statutory law or the common law trumps ethics rules.  See, e.g., Model Rule 1.6, Comments 19 and 20.

Having said that, most positive law in the environmental field requires disclosure of environmental hazards by the owner or person in charge of a facility or site, not the party's attorney.  A very few state statutes place responsibility for reporting a dangerous environmental condition on "any person" having knowledge of the condition.  The New Jersey Underground Storage Tank Act and New York Petroleum Bulk Storage Act have such provisions.  See N.J. Stat. Ann. 58:10A-21 to -37; and 6 N.Y.C.R.R. 613.8.  It is, however, questionable whether these laws were intended to include attorneys within the group of persons having an obligation to report the dangers.  See, e.g., Olson and Kneis, Reporting Releases from Client's Underground Storage Tank Systems: Should Attorneys Have the Hot Line on Speed Dial?, 21 Seton Hall L. Rev. 1041 (1991).

So far as I have been able to determine, no reported case exists in which an attorney has either independently reported a hazardous substance release or incurred liability or sanction for failing to report such a release.

28 U.S.C. 535(b) requires federal employees to report "any information...relating to violations of Title 18 involving government officers and employees" to the head of the agency, who must, in turn, report this information to the Attorney General.  See, e.g, In re Bruce R. Lindsey, 148 F.3d 1100, 1109-1111 (D.C. Cir. 1998); but cf. In re Grand Jury Subpoena Duces Tecum, 112 F.3d 910, 932 (8th Cir. 1997) (Kopf, District Judge, dissenting).  There is, however, no duty under this provision to report criminal violations to the Attorney General if the offense is one over which the Armed Forces have jurisdiction. U.S. v. Hartley, 486 F. Supp. 1348 (D. Fla. 1980).

18 U.S.C. 1001 makes criminal penalties available for a wide range of false statements made to a department or agency of the United States.  Such statements need not have been made under oath or in writing, but must involve matters within the jurisdiction of the particular federal agency and rise to the level of knowing willful falsification or concealment by trick, scheme, or device, including fraudulent misrepresentations.  An attorney should consider whether the extent of his or her own involvement in the client's affairs could lead to liability.  For example, an attorney who sits by silently while another federal employee misrepresents facts to a federal regulator could, conceivably, be charged with aiding and abetting a violation of 18 U.S.C. 1001.
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